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Personal Data Protection in EU, Where to?
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Abstract: The protection of individuals regarding the pregiag of personal data and free movement

of such data represents a growing concern of the§tbut also of the EU bodies. At the level of EU

Member States, the issue of protecting the indafisluegarding the processing of personal data and
free movement of such data poses no particularg@mb Internationally and especially between the

member states of the European Union, the existigglatory framework no longer responds to theses
needs such as: online activities, digital economtgrnet banking, etc., being increasingly obvious

the tendency of fragmentation of the movement o$qeal data.
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1. Introduction

Personal data is defined as any information coigran identified or identifiable
natural person.

The right to personal data protection is a righdvided by the article 8 of the
Charter of Fundamental Rights of EU, article 16 UF&nd article 8 of European
Convention on Human Rights. For regulating this domit has left from the
feature of the fundamental right to protection efgpnal data. But as the EU Court
of Justice points ofit the right to protection of personal data is, hesve an
absolute right, but it must be considered in refatb its function in society.

Protection of data is closely related to respecting privacy and the family,
protected by the article 7 of the Charter. Thisréflected in article 1 (1) of
Directive 95/46/EC which provides that Member SHatmust protect the
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fundamental rights and freedoms of individuals andparticular their right to

privacy regarding the processing of personal datee EU Member States have
transposed into the national legislation the piows of the aforementioned
European regulations and therefore, internally, iesue of protection of

individuals regarding the processing of personsh dand free movement of such
data poses no particular problem.

In Romania, the discussed domain is governed by baw677/2001for the
protection of individuals regarding the processiofgpersonal data and the free
movement of such dataehich has as purpose the insurance and proteocfitine
fundamental rights and freedoms of individuals,eesgly the right to intimate,
family and private life, on processing the persafaé.

It should be noted however that the national bardee no longer an obstacle to
the transfer personal data that flows ever fagtke necessity that was imposed
and the speed, with which the transfer processstgkace, fail to consider the
practical difficulties in applying the data protiect legislation.

The online activities, digital economy, internetkiag, the online applications,
data portability and other operations involving fr®cessing and circulation of
personal data, all represent growing challengegherinstitutions in charge with
regulating and protecting such data.

The analysis of the current regulatory frameworkpoocessing of personal data
and free movement of such data proves that, inrgertee principles upon which
it relies remain valid, but it is necessary to atljine regulations in detail in order
to better meet the challenges generated by the iggowvolution of new
technologies (especially those online) and the -expanding globalization,
maintaining at the same time the technological nadityt of the legal framework.
The fragmented approach of personal data protedtiothe EU has done and
continues to be a vehemently disputed object.

The harmonization of rules on personal data priateds especially required by the
interested parties in the economic domain whichiirega more enhanced legal
security. Currently, according to the expressedniops, the complexity and
diversity of norms on international transfers ofrgmmal data is a growing
impediment for the performed operations, as then@eic entities cannot evolve
without having to regularly transfer personal datan the EU to other parts of the
world.

Against this background it is shaped more urgefily need for cooperation
between Member States and their authorities, tloperation should be organized
at EU level in order to ensure uniform applicatirEU law.
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2. Personal Data Protection Perspective in EU

The European Convention on Human Rights and thert€&@haf Fundamental
Rights of the European Union regarding the proogsei personal data and free
movement of such data are currently implementdgeldriaw.

The document underpinning the existing EU legistatbn protection of personal
data, the Directive 95/46/EGvas adopted in 1995, has two main objectives: to
protect the fundamental right to data protectiord eguaranteeing the free
movement of personal data between Member Stateis. Dinective has been
complemented by Framework Decision 2008/977/JHderseral instrument, at EU
level, in order to protect the personal data ingeobnd judicial cooperation in
criminal matters.

The current framework may still be considered &attsry in terms of objectives
and principles. But it did not aim at preventinggmentation on how personal data
protection is implemented throughout the EU, wiickates legal uncertainty and
it emphasizes a more widespread public perceptigording to which there are
significant risks, particularly associated with ioel activity? For these reasons, it
was concluded that a more solid framework shouldéh&loped on data protection
in the EU, which, together with a rigorous appilicatof rules in this field would
allow the digital economy to flourish throughouetimternal market ensuring a
control by the people on their own data and alsengthening the legal and
practical security for economic operators and pudlithorities.

The approaches on how to solve these problems dainge bringing some legal
minimal changes to the current framework, includgpgcific funding programs
and technical tools, others had in view a set giilaions aimed at addressing all
the reported needs, and a third option regardedcémtralization of EU data
protection through accurate and detailed regulatomvering all segments and also
creating an EU Agency to monitor and implement hmvisions. These
approaches cannot take into account also the plaiof subsidiarity and
proportionality.

The principle of subsidiarity [Article 5 (3) TEUprovides that there are measures
taken at EU level in the situation when the objexdi cannot be achieved
effectively by the Member States and it considbed the objectives can be better
achieved at Union level. In the light of the abowentioned problems, the

! Directive 95/46/EC of the European Parliament anel €ouncil of 24 October 1995 on the
protection of individuals regarding the processirigoersonal data and free movement of such data,
0J L 281, 23.11.1995, p 31.
2 Framework Decision 2008/977/JHA of 27 November&68 protection of personal data processed
in police and judicial cooperation in criminal neat, OJ L 350, 30.12.2008, p 60 (“the Framework
Decision”).
3 Special Eurobarometer (EB) 359 - Data Protecti@hElectronic Identity in the EU (2011).
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subsidiarity analysis reveals the need for actidalalevel, based on the following
reasons:

- the right to the protection of personal data reférto in article 8 of the

Charter of Fundamental Rights of the European Untaequires the same level
of data protection throughout the Union. The abseat common EU rules

would create the risk of different levels of prdiee in the Member States and
the emergence of restrictions on cross-border floivpersonal data between
Member States with different standards in datagotain matters;

- personal data is transferred rapidly across beybednational borders,
both internal and external. In addition, there fanactical difficulties in applying

data protection law and being necessary a betmperation between Member
States and their authorities, to be organized atidsdl in order to ensure the
uniform application of EU law. The EU is best pldcto effectively and

consistently provide the same level of protection ihdividuals when their

personal data is transferred to third countries;

- the member states may not alleviate individualy phoblems that occur in
the current situation, particularly those relatedragmentation of national laws.
Therefore, there is a specific need to establishaamonized and coherent
framework, allowing to easily transfer personaladbkbm a Member State to
another, within the EU, while ensuring an effectwetection for all individuals
throughout the EU;

- the proposed legislative action at EU level will here effective than
similar actions at the Member States’ level, beeafsthe nature and extent of
problems, which are not limited to one or more MemBtates.

In turn, the principle of proportionality requiresich EU intervention to aim at a
target and not exceed what is necessary for itgaeiment.

The new regulatory framework should lead to therompment of legal security for
data controllers and citizens, to reduce admirtisgdurdens, to a more consistent
application of data protection legislation in thaidh, the actual ability of people
to exercise their rights in data protection matterghe protection of personal data
within the EU and to an improvement of efficien@garding the supervision and
enforcement of rules in this area, contributingoals meeting the Commission
objective on simplifying and reducing the admirdsitre burden and the Digital
Agenda for Europe, Stockholm Action Plan and Eur2@20 Strategy.

Starting from the idea that the regulation is neggpropriate legal instrument for
defining the protection of personal data in thedonithe European Parliament has
approved, by its resolution of 6 July 2011, a réepthrat supported the
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Commission's approach in relation to reform framgwan the protection of dafa.
In turn, on February 24, 2011, the EU Council addpthe conclusions which
support to great extent the Commission's intentmmeform the data protection
framework and approved many elements of the Conmom'ssapproach. Also, the
Economic and Social Committee declared in favoraofevision of Directive
95/46/EC, supporting the Commission's objectiveettsure a more consistent
application of EU rules on data protection in akfaber States.

The resolution in Madrid on international standapfigrotection of personal data
and privacy has raised the issue of obligation that operat@nge in order to
provide transparent, easily accessible and unchelakde information.

It is becoming increasingly obvious the need forifarm procedures and
mechanisms for exercising the rights of regardetsgre by processing data,
including means for making applications electrolycasetting the deadline for
responding to a request of the concerned persomatidation of refusals.

The new regulations should define unitarily theigdtions in information matters
of the operator towards the regarded person andding additional information,
including data on storage period and the rightile & complaint regarding the
international transfers and the source of datdr tight on modifying their data,
"the right to be forgotten", the right to deleterqumal data and the right of the
regarded person to data portability, that is tmgfer data from one electronic
processing system to another, without being hirdibyethe operator to do so.

Another argument in favor of such reforms resuttnfrthe article 16 of TFEU
which is the legal basis for adopting new rulesdata protection, introduced by
the Lisbon Treaty, which permits the adoption ofrn® concerning the protection
of individuals regarding the processing of persatath by Member States when
carrying out activities within the scope of Uniawl. The same reason allows the
adoption of rules on free movement of personal,datduding data processed by
Member States or private entities.

3. Conclusions

In its communication on "A global approach of potiiegy personal data in the
European Union", the Commission concluded thaBEteneeds a more comprehensive
and coherent policy on the fundamental right to ihetection of personal data. The
direct applicability of a regulation under Artick88 TFEU will reduce the legislative

1 EP resolution of 6 July 2011 on a comprehensiyerageh to protection of personal data in the
European Union [2011/2025 (INI).
2 Adopted within the International Conference of Cossiuners for data protection and privacy of
November 5, 2009. Also, under article 13 (3) of fireposed regulation on common European
legislation on sale matters[COM (2011) 635 final].
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fragmentation and it will provide greater legal wéty by introducing a harmonized set
of ground rules, helping to improve the protectioihfundamental rights and the

internal market functioning. This should contribiitethe achievement of a space of
freedom, security and justice and an economic ynaina social and economic

progress, to the consolidation and convergencecofi@mies in the internal market

framework and to the welfare of individuals.

It must still be analyzed to what extent such amregach would affect other
fundamental rights established in the Charter ofdaimental Rights, such as: freedom
of expression (article 11 of the Charter); freedontonduct a business (article 16 );
the property rights and, in particular, the pratecof intellectual property [article 17
(2)]; prohibiting the discrimination based inteliaalon grounds of race, ethnicity,
genetics, religion or beliefs, political opinions of any other nature, disability or
sexual orientation (article 21); the rights of tteld (article 24); the right to a high
level of human health protection (article 35); tight of access to documents (article
42); the right to an effective way of appeal andhttair trial (article 47), however it
represent a challenge that remains open for fustuety.
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