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Abstract

Circuit information in an organization involves theeation of documents whose content contributesasnmore
employees. Documents beneficiaries may be manaboayd, individuals, working groups or departments.
Because these documents have to be safe in termsnéflentiality should attach them an access polithis
policy is based on providing trust levels of badfsand documents. Access right results from tgerg¢hm which
compares the two trust values.
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1. Introduction

In the context of increasingly use electronic data trade, business or research, in education
administration, etc. and in the context of new gayas such as: e-commerce, e-government, e-
administration, e-payments, e-learning, etc., apgpeasential to establish a reliable framework for
Data Exchange between organizations, departmedtasers.

For the overwhelming majority of successful orgatians, information and information technology
are the most important values. Databases, finainfi@atmation, accounting data, employee profiles
and many other documents form the core procesdiegtonates and business plans, resulting in the
final steps of a business future in a very dynamécket.

Companies now understand that to be competitiva, ijast receive process and send information
rapidly and securely to all partners. Meanwhile tipening to the outside brings with it many risks
that modern management should assume together effitits to minimize them. But as the
communication process is always undertaken in bo#ttions, the dangers come not only from the
outside.

A threat to the computer system may be: one person, ongrgamoor one event that could cause
damage or destruction to the system. Those threats be malicious (such as the intentional
modification of sensitive information) or uninteartial (such as accidentally deleting data).
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Vulnerabilities are system weaknesses that can be exploited bstshrFor example, unauthorized
access to system resources can be obtained byemrfoperson by guessing the password. The
vulnerability exploited in this case is the choafeveak passwords by legitimate users of the system
Reducing or eliminating existing vulnerabilitiemagduce or eliminate the risk of threats.

A threat example igompromising data privacy- it occurs when an unauthorized person get in
possession of confidential data to the organizat@ampromising privacy occurs when data is
accessed, read or given to a person who has wsotighit. This occurs when someone gains access to
confidential information not protected by approteiaryptographic mechanisms or printed on paper.

The mainvulnerabilitiesthat can be exploited for this purpose are:

 Improper setting access rights to files contajréonfidential information

« storage / transmission of confidential informatigithout being encrypted,

* storing backups in places poorly protected

« printing of confidential information on networkipter and improper handling of these copies.

According to researches, 56% of employees come autotact with confidential information
abandoned on printer and 51% of respondents arevanaaof the existence of processes and
technologies in their company to provide protecfimmprinted documents.

Those working in the financial / banking has thetbehance to come into contact with confidential
documents; more than two thirds (68%) of resporglstdting that observe such documents when are
listed.

2. Problem statement

The research question is to access a document basedlitical restrictions imposed by authorizing
of a trust level determined based on hierarchy.ddeghe problem of defining a policy for authorizing
access based on trust levels associated with loatimeents and users;

Documents are available:

- at some point
- to a particular user
- on a given machine
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3. Concept and terms
3.1. Trust within the organization

Trust is a universal concept and makes in any cont@sitipe effects. Most commonly used definition
of trust in scientific contributions is given by &, Davis and Schoorman (1995): "The consent of a
party to be vulnerable to the actions of anothertypabased on the premise that this party will take
some significant action for the one who gives trusgardless of ability to monitor or control the
other party.

In the structure of relations within the organiaatiand relationships between organizations, where
the performance takes place using information amehnounication systems and where player’s
behavior is influenced by social restriction andhfalities should be given attention to differerjigg

of trust:

- personal trust: actor has the experience and apficecof its intention to build, with a strong
sense of safety, the dependence of another pensgmoap of persons, being aware of possible
negative consequences. For this intention is etediia advance a person's confidence level.

- impersonal trust: it is the expectation that aeysbr institution to permit a positive future
development. The system is evaluated before beirsted.

"Trust is the intention to act as individuals orgersonal systems behave in the manner expected and
provided. These expectations are based on expesend the actor is aware of the risk involved. "

The importance of trust in corporations and netwdsksed on a hierarchical structure or a structure
based on different groups, has sparked interebtibaconomic practice and economic literature.

In traditional business, trust is influenced bynfiat or organizational hierarchy. Measures to form a
potential network represent a reliable research.

3.2. Data and information within the organization

Every organization has a pyramid organizationalcstire, personnel decisions are at the top of the
pyramid, and the execution is at the bottom ofpyr@mid.

To take the best decisions, decision staff muse lmcess to as much information and data that will
underpin the management policies, while executtedf sloes only need data and information that
they can use in processes currently taking platiesiorganization.

Also, data and information quality is differentptstaff with access to data and information seasibl
that can determine the fate of the organizatiofikernhe execution staff that has access only ta da
and information needed for their activities currease of the organization.
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Based on this model, it can be concluded that geogio have access to data and important
information contributing to the management policegse top people in the organization pyramid,
which leads to the following chart:

management information
staff
control information

intermediate and
control personnel executive

information

executive personnel

From these diagrams one can see the following:

Executive staff is the largest unlike managemernt ianinversely proportional to the quantity and
quality of information circulating within the orgaation. Risks of reversal of roles in terms of
information management is very high and can ordyl I substantial losses of the organization in its
operations because the winners in the modern ecpmaoenthose organizations that respond quickly
to the market changes and they do a good informatianagement .

Information management is not creating a centréhliese with data or knowledge of a company.
Information Management is the technological fouimathat unites these people and enables them to
work as a team for the smooth running of activibéshe organizations. Therefore, the organizagion’
information needs are different, which leads torthed for the creation of information policy.

Information requires protection, to prevent sewsitiata disclosure at levels that are unable togs®
and keep data privacy. Therefore, data privacycpad very important within the organization.

In general, at all skill levels within the orgartioa are produced, consumed and stored informaison
part of its information flow. Level of refinementé privacy requirements of information increases as
they are for higher levels of competency. Therefare can make the following diagram showing the
interdependence between the level of competencéhandecessary of confidentiality of information,
taking into account the degree of refinement obiimfation, which is closely related to management
act.
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‘ managementinformation
Primary information

{(Primary level of confidentiality)
control information

executive
information
Top Information

{High level of confidentiality)

A lot of organizations have implemented securitypdwacy policies through classified documents.
However, this does not solve the problem of a opitaport within the organization and expanding
the disclosure of confidential data, accordinghe hierarchical level that a person occupies within
the organization. There are also situations whegerdon, even if occupying a top position in
organization, may not be considered reliable, arthin information should have a greater level of
privacy to be protected. This means that a personnot access certain information because it does
not have a sufficiently high level of trust withime organization.

4.  Solution Approach
4.1. Trust hierarchies

An organization consists of a number of member®lired in achieving a particular purpose. In
general, any organizational structure is a hiefeatliype structure, which is a leader and memters
execute various activities under his directions.

Organization does or does not trust the peoplelmedoin information-decision process within it.
Information-decision process is manifested by theatton of documents containing data and
information that are processed by individual (chBebjects) belonging to the organization.

Trust is manifested by allowing access to varioagdand information, according to the position
subjectto that informationSubjectsmay thus acknowledge, change information, to quokadify,
etc. or do not have access to them.

Subjectsare part of various working groups, formal andinial. Formal groups are those that form
the organization (departments, services, deparsnefiices, workshops, etc.) and informal groups or
instant groups are created for a certain projedt @mgoing from achieving the goal. During the
activity of these groups (formal and informal), @€ to objects or classes of objects stored, create
used, is based on trust given by the organizatia@ath topic that is part of a group. Grantingttisis
differentiated, depending on thsubject’s position, activity and importance within the group
(formal/informal) and the organization.
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There may not be a simplistic approach to theseldenf trust, such aslowed/deny(trust /distrus}.
Sociology professionals have determined that thst ievel takes fuzzy values, i.e. values between
0.00 and 1.00, values which have roughly assignegsponding levels of trust. Levels correspond to

Value Trust level

1 Blind Trust BT
0.9 VeryHigh Trust WHT
0.75 High Trust HT
0.5 Medium Trust MT
0.25 Low Trust LT
0 No Trust NT

ranges of values presented in the table below:

In general, the top level of an organization reesithe highest level of trust and the execution
receives the lower trust level, in direct propantito the importance of the work within the
organization.

4.2. Assigning trust levels
There are two categories of trust levels:
— The local trust level (is the level of the Worki@goup);
— The global trust level (is the level of the orgaation).
This can be seen directly in the following example:

X belongs to a working group and it has to createpart on a situation at a time. X is also a mambe
of a formal group which trust level is MT, but Haeen taken in a working group which should create
a document whose trust level is HT.

At the organizational level, X trust level can't inereased to HT, but X have BT level for his pafrt
document, which is contrary to its general levéieriefore, the document will be divided in parts
(objects, classes of objects), some to which X heaye the BT level (author, co-author) and some to
which X might have the NT level. Generally, appahetNT level if the difference value between the
SL (subject trust level) and the OL (Object Lewa#® equal to or less than zero. In other wordhef
subject's trust level is lower than the level oftrrequired to access the object.

NT <= SL-OL<0

In this way groups of objects can be created bypsoof subjects that can then be assembled and
presented. But each of those who access the fijatiowill have access to only those objects that
meet the above inequality.
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To implement this policy of securing data and asdesthem, was created TAP (Trust Authorization
Policy).

4.3. Trusting Authorization Policy TAP

TAP (Trusting Authorization Policy) is a mechanidor implementing trusting policies within
organizations.

4.3.1. TAP Obijectives

. To codify trust levels of organization

. To create security policies of data and information

. To be flexible and easy to implement, regardlegdaiform;
. To be easily understood and maintained;

. To enforce the necessary trusting policy;

. To be platform independent.

A TAP is a set of rules applied by a user of tdea< of objects with a purpose.
Objects during their lives, go through four stages:

1. Creation stage The stage at which an originator creates thecolajed the object is classified
as "private”.

Initiator's private key encrypts the object anddseit through the chain for verification, completio
and approval. At this stage, it is proposed to wm@nerally trusting level to the object and its
constituents. Subject receiver opens it with thgimator's public key, and will check. If it consic
that to be changed, it will send to the originatensrypted with his private key. The receiver will
complete the object, if necessary, with other elgmehat will also have trusting levels and thamdse
the encrypted object through the chain that settvesapproval of the object.

2. Approval and classification stage Final receiver of the object, which acts for @&pproval,
receives the object and approves the trusting lapplied to the object and its constituents. This
moment can be considered the enforcement moménilef Since then, the subject may be:

a.Public - access from inside and outside organizationipes)
b. Trusted- have access only subjects belonging organization
c. Archived- no one longer has access without approval

3. Publication stage Depending on the object, it can peblic or trusted In both cases, the policy
applies to the object and constituents, and onilyisftrusted it can be accessed by only organization
members.

4. Archiving stage. The object is archived for future consultations.

119



FuroEconomica

Issue 2(25)/2010

ISSN: 1582-8859

The following is a document circuit on which applteusting policy.

Creating a new document (object)

i“ ] [
..

e

Send for approval

4.3.2TAP implementation rules

Trusting manager or delegated person applies ttisypas board decisions.

Any change in the document will be logged, and tmaysed only with permission of the head board

or delegated person, who will confirm the trustoaicy.

Trusting manager or his delegated person has attwéss categorization of objects and objects which
are subject to the trusting policy, but can noteascthe content unless specially authorized to have

access to them.

The figure below illustrates the role of the mamaget team in allocation of trusting levels for both

users and objects.

Team management of trust paolicy
establish those elements
that require a trust level to be set

Mew hired
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Trusting actions must comply with policy decisi@ml applicable trusting policy:

Read,

Quoting,

Comment,

Printing,

Amendment, Supplement,
Establish

Approval

v 9 ¥ ¥ 9 I 9

For verification of application actions, policy iddtor will check their compliance with any change
in status to a category of objects, object or suibje

Any subject in the TAP can not change policy withthe consent of trusting person board. Policy
change may be made only on request when the situdémands.

Any formal or informal group which is involved imé process of creating and operating trusted
documents will be responsible for approving a terapomember of the group activity and will be
marked as head of the group.

Trusting policy change may be permanent or temgaad will be logged.

5. Conclusions

For an organization, information is one of the masiportant values. Databases, financial

information, accounting data, employee profiles arahy other documents form the core processing
of estimates and business plans, resulting in ithed teps of a business future in a very dynamic
market.

A company to be competitive should receive proegsistransmit information quickly and securely to
all partners. Meanwhile, the opening to the outsidegs with it many risks that modern management
should assume together with efforts to minimizenth8ut as the communication process is always
undertaken in both directions, note the only damgeme from the outside.

Reporting needs of the organization are differavitjch leads to the need for the creation of
information policy. Reporting needs requires algorimation protection to prevent the sensitive data
disclosure at levels of competence that are unabf@ocess and store such data. Therefore, is very
important the privacy policy which complements #eeurity policy for information circulated inside
the organization.

Regarding data access control, it can not be alistiepapproach to the type of access rights such a
allowed/denyor in other wordstrust/distrust Therefore, research topic, by refining the apgho@
define hierarchies on access rights based on lmirs§s a new model for security of information
conveyed by the organization, substantially impnguvieporting needs of all levels.
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6. Future Work

The reason of research is to provide a mechanisaddonew features to protect XML documents.
Thus, will be proposed a XML-based language to ifpecust policiesto be enforced to XML
documents.
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