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Trust architecture applied in document management

Laura Danilescu *

Abstract: Document management involves, in addition to classification and archiving, application of
additional elements to ensure confidentiality of the information contained therein. These additions are
trust policies. For these policies, we define categories of documents and categories of users, actions
and rules of which interaction results trust architecture.
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1. Introduction

Document management systems allows employees to access necessary information
- rights-based authorization - clarifies relations between documents (eg through
systematic records of contracts and invoices, e-mail registration, etc.) and facilitates
rapid and efficient communication between colleagues in different departments (eg
finance, HR, administrative, etc.) and subsidiaries, contributing to a more
transparent workflow.

2. The document built on the concept of *privacy and trust™

This concept arose because of observations on the need for information both intra
and inter-organization, namely access to various documents for all their members.
Thus, in the EPAL policy, the person who needed to be informed, made a query
over access rights to documents and EPAL policy answer "allow" or "deny".
XACML, like EPAL, allow or disallow access to a document.

From the first observation one can see that how to access a document is quite
simple (‘allow' or 'deny"), which can lead to a lack of information for users wishing
to access a document, but the fact that the document contains information
prohibited for this, it can not access any information that is entitled to access. But
inside documents there are both public information and data and information that
are subject to various degrees of confidence based on the trust that enjoys the
person having access to them.

Also, to access data and information through the two previous methods, the user
must be connected to the corporate network and can see them only on-line, while
the new solution proposed here allows the document can be consulted both on-line
and off-line.

Suppose that in the organization is made a report to be circulated to all staff,
shareholders and business partners.

Each of these categories and category members are in different relationships of
"trusting" with the organization. Therefore, each person has access to the public
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part of the document and also each of them has access to certain confidential
information under the policy of "trusting™ of the organization.

Therefore, if the organization has 1000 employees, 10 shareholders and 25
partners, should be made a minimum of 1035 different documents to enable
everyone to have access to both document and data customized according to the
"trusting" policy.

The new document creation system allows to create a single document, which is
processed by each employee, according to the "trusting™ policy, and to reveal him
only the information that has the access right.

Thus, each department will create his part of the document which will be part of the
whole. Then, it apply the "trusting" policy on his part of the document and submit
the document with the "trusting” policy applied, which will make that confidential
data can not be seen by those who are not eligible. Then the document will be
assembled and distributed. Each of the receivers of the document will use the keys
that allow you to open various parts of the document. Thus, each read only what is
allowed to read in the document. Therefore, it creates a single document that will
meet the organization's privacy policy.

As described above, data and information are found in documents. Documents can
be simple if there have only one author (single document), or complex (multiple
document) where parts of the document have different authors. Document may
contain data or information needed for information/decision-making process that
occurs throughout the entire life of the organization. Further, we agree to name the
data or information "document elements™ short "elements"”. These “elements" can
be grouped into "categories of elements" according to their place of origin and the
group of subjects acting on them. Elements together form "object" of the subjects
activities, which we can denote simple objects (those containing only one object) or
complex objects (consisting of several objects), by number of authors and
component objects.

Example:

e The category of "financial accounting elements" - which can translate into
objects like

o financial report;
o payroll;
o etc.
e The category of "commercial items" that may be part of such objects as:
o situation of procurement contracts;
o situation of supply contracts;
o situation of cooperation;
o etc.

In the picture below, we present a complex object model required by the leadership
of a hypothetical organization, which must contain information held by the
commercial and economic.
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Action object (document) consists of the following elements

Action object (document) consists of the following elements

Data from the commercial management
Data and E

information at Data from contracting office
the commercial
manlagerlnent Data from cooperation
e office

Data and Data from the accounting department
information at
the economic
management Data from

level accounting office

Figure 1. The components of a document

The document will contain the elements (data and information):

Given by Completed by

Contracting office Commercial department

Cooperation office

Financial office Economic department

Accounting office

The analysis of the above elements can draw the following conclusions:

e The object (file data) was initiated at the execution level on each
branch of activity (at the office, or department level)

e Verification and data completion was made at the next level of
competence.

e At the same level was the assembly of two component objects.
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Analyzing how to create a document, results that each object that can be created

e Elements (dates) that were supplemented were not notified to the
lower level, which means that it doesn't have the adequate trust

level in accessing these items.

independently or part of a complex object has:

Author (Author) - who initiates the document;

Co-author/contributor) — who complete the document;

Commentator (Annotator) - who comment on the data file;

Supervisor - who approve the document and may be subject recipient of the

object;

Reader - who read the document and may or may not object.

If we intend to present a document life cycle, results the following scheme:

—

Create/Modify

-
| Informational flow

Submit for
amendment

N
Il

Verify
Local aprove
Comment

4

Verify
Final aprove
Comment

—

Temporary
storage

H Archiving ‘

Figure 2. Document life cycle

In addition to the above actions, the elements of an object can support the following
processes from the subjects:

A document pass through the following milestones during its existence:

e Quoting/citation;

e Printing

e Copying

e Stage of creation;

e The consultation period;

e Stage of storage (archiving).

The creation stage of a document is the stage in which subjects are authors, co-
authors, commentators and supervisors of the document.
The consultation phase is the one in which a subject read, comment, cites a
document.
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The achieving stage is the stage when the document is stored in a special location
or is printed on paper and can be consulted for specific purposes by certain
subjects.

During the creation, validation, archiving documents, namely, any of the times
specified in the "document life cycle”, this, at a time can have a single state well
established and can run on it a single action that will change the status again. From
here stems the need to associate a state vector of the document that will indicate, at
any time, in what stage of its evolution is the document. Also the state vector
indicates the path traveled by the document from creation to archiving or
destruction.

If the document is fragmented into elements that have different paths, then each
vector is associated to each element and the joining vector leads to the document
state matrix.

Below is shown the document circuit, on which applies the trusting policy

Crete a new document

Figure 3. Document circuit from creation to final stage
3. Implement trust policies on documents

Trusting manager or his delegated person has access to the categorization of objects
and objects which are subject to the trusting policy, but can not access the content
unless specially authorized to have access to them.

The figure below illustrates the role of the management team in allocation of
trusting levels for both users and objects.
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Mew hired

Team management of trust policy
establish those elements
that require a trust level to be set

Figure 4. Allocation of trusting levels

Trusting actions must comply with policy decisions and applicable trusting policy:
» Read,

» Quoting,
»  Comment,
»  Printing,

»  Amendment, Supplement,
» Establish
» Approval

For verification of application actions, policy validator will check their compliance
with any change in status to a category of objects, object or subject.

Any subject in the TAP can not change policy without the consent of trusting
person board. Policy change may be made only on request when the situation
demands.

Any formal or informal group which is involved in the process of creating and
operating trusted documents will be responsible for approving a temporary member

of the group activity and will be marked as head of the group.
Trusting policy change may be permanent or temporary and will be logged.
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4. Conclusions

Reporting needs of the organization are different, which leads to the need for the
creation of information policy. Reporting needs requires also information
protection to prevent the sensitive data disclosure at levels of competence that are
unable to process and store such data. Therefore, is very important the privacy
policy which complements the security policy for information circulated inside the
organization.

Regarding data access control, it cannot be a simplistic approach to the type of
access rights such as allowed/deny, or in other words, trust/distrust. Therefore,
research topic, by refining the approach to define hierarchies on access rights based
on trust brings a new model for security of information conveyed by the
organization, substantially improving reporting needs of all levels.
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