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Abstract: Providing an area of freedom, security and justceobjective assumed by the Europt
Union can only be achieved under conditions thauesn an improvement of judicial cooperat
activity in criminal matters. The Council Framewdkcision 2008/615/JHA of 23 June 2008 is
framework normative act thaules the Member States' cooperation in the fighires terrorism an
crossborder crime. This paper is a review of the Europegislative act, with critical remarks anc
represents the sequel of these types of examimatipreviously published. Thresearch resul
consist of the presentation of some critical obstgons regarding the skills of the agents operaitir
the territory of another Member State rather tharthie country from where they come, terms
keeping the data that regards pec the need to take in the records the judicial pessord the nee
for establishing separate accounts that would cether natural and legal persons from other cows
that are not members of the European Union. Thevaek conclusions highlight the efulness of
European legislative act as a whole and the neembraplete it with new provisions. The work
useful both for theorists and practitioners in fledd, the essential contribution coning of the
formulation of critical remarks and susted proposals de lege ferenda.
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1. Introduction

Prevention and at the same time fighting againsss-border crime represent
constant preoccupation of states wdemocratic regimes recognized around
world, the work itself being rather comp andconstantly improved. (Bal-Rusu
& Rusu, 2011, p. 19C

Time experience in this field by each country ire tvorld has shown, wit
arguments worthyf being taken intcconsideration, that preventing afighting
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against cross-border crime, with all its forms, aarly be achieved under the
conditions of adopting a consistent legislatiothi@ domain and the intensification
and diversification of international judicial cospgon forms in criminal matters.
(Rusu, 2010, p. 10)

One of the priorities set by the European Uniotoiachieve an area of freedom,
security and justice on its territory. This primaryjective could be achieved only
under the conditions of improving police and judicicooperation system,
cooperation which has as purpose providing alkeints a high level of security.
(Rusu, 2011, p. 64)

On May 27, 2005, seven European Union member stadesely, the Kingdom of
Belgium, German Federal Republic, The Kingdom o&iBpRepublic of France,
the Grand Duchy of Luxembourg, the Kingdom of Low@&runtries, and Republic
of Austria signed the Treaty of Prim. (Boroi &, Ru2008, p. 543)

This international instrument provides thah “an area of free movement of
persons, it is important that the European Unionniber States intensify their
cooperation in order to combat effectively terramis cross-border crime and
illegal migration”.

We find that countries that have acceded to thetgnational instruments have
agreed to undertake specific measures of cooperatioorder to prevent and
combat the three phenomena that have developedratic pace in Europe, in
recent years, namely terrorism, cross-border cirmghich there are included all
forms of manifestation, including organized crinmel dlegal migration.

This was emphasized in the doctrine as well, whesas argued that the Treaty of
Prum is another normative act of legislation thahtgbutes to improving the
activity of European judicial cooperation in criralrand police matters, having as
purpose the enhancement of cooperation betweesighatory states in the fight
against terrorism, cross-border crime, and illegajration. (Boroi & Rusu, 2008,
p. 543)

In this context, given the conclusions of the Tamadeuropean Council in October
1999, which have confirmed the need to improve ékehange of information
between competent authorities of the Member Stébesthe detection and
investigation of all categories of crimes, it hagcime a necessity the
implementation of EU legal framework of the TreafyPrim.
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Given the size of cross-border crime and some drggerative needs, the
exchange of information must be achieved, whenapiate, in a fast and efficient
way.

The crime magnitude required the adoption of a peao legislative act
establishing the obligations of each Member Statgarding the exchange of
information on terrorism and cross-border crime.

On this background, the Council adopted DecisiobB2815/JHA of 23 June 2008
on intensifying the border cooperation, particylan fighting against terrorism
and cross-border crinfe.

2. General Aspects, Online Access and SubsequentgRests

According to the provisions of article 1 of the miened European legislative act,
its objective is to accelerate the cross-bordepetation in the fields covered by
Title VI of the Treaty and, in particular, exchangé information between
authorities responsible for preventing and inveding crime.

The covered areas are:

- provisions for conditions and automated transfeocedure of DNA
profiles, fingerprint data and certain data on gkhregistration at national
level,

- provisions on conditions for providing data on magwents that have a
cross-border dimension;

- provisions on conditions for providing informatido prevent terrorist
crimes;

- provisions on the conditions and procedure fornsifiying the cross-
border police cooperation through various measures.

Under the provisions of the European legislativie the Member States shall open
and keep national DNA data files for crime investign. Reference data contain
only DNA profiles created from the non-coding DNAida an identification
number. These reference data will not contain atg that would allow the direct
identification of the person concerned.

! Published in the Official Journal of the Europérion no. L 210/ 1 of 06.08.2008.
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2.1. DNA Profiles

In order to investigate crime, Member States shathorize the National contact
points of other Member States, to have accessttordéerence in their DNA files,
authorizing them to automated search by compariNg profiles. Searches can be
conducted only in individual cases and in accordamith the law of the requesting
Member State. If an automated search shows theslaban between a DNA
profile provided and a DNA profile registered irethnalyzed file of the receiving
Member State, the national contact point of the Menttate that carries out the
search receives an automated notification of tfereace data in the report where
the match was identified. The Member States compizge unidentified DNA
profiles with all DNA profiles that come from alhé reference data of other
national DNA data files. Providing and comparingffles is a process achieved
automatically. Providing unidentified DNA profilésr comparison is not achieved
unless it is prescribed by the national legislabbthe requesting Member State.

If after comparing the above, a Member State fihads$ the supplied DNA profiles
match any profile of its own DNA data files, it dhanmediately notify the
reference data to national contact point of theeiotimember state, the data on
which the correlation was found. When there is dcmdetween DNA profiles,
providing additional personal data or other infotiora about the reference data it
is carried out an investigation under the natidegislation and the provisions on
judicial assistance, of the requested Member Statthere, conducting
investigations or criminal proceedings, there isDMA profile of a determined
person that is in the requested Member State, éheessted Member State shall
provide legal assistance by collecting and anatyziwological material of the
person in question by supplying the obtained DN#fif, if:

- the requesting Member State notifies the purposevfach this procedure
iS necessary;

- the requesting Member State has a search warranstatement issued by
a competent authority, as required by nationalslagon of that Member
State, showing that all requirements for the samgplind analysis of
biological material would be met if the person cemmed would have been
in the applicant's Member State territory; and

- the conditions for the sampling and analysis ofdgjizal material, and for
transmitting the DNA profile obtained are fulfilled accordance with the

legal norms in the field of the requested State.
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2.2. Fingerprint Data

In order to prevent and investigate the crimindiio$es, the Member States shall
ensure the availability of reference data from fie for the created national
automated fingerprint identification. Referenceadabntain only fingerprint data
and an identification number. The reference dasa,D&IA, contain no direct
identification data to enable the identification tife concerned person. The
reference data is not attributed to any persond@miified fingerprint data), and it
must be recognized as such.

In the purpose of preventing and investigating erithe Member States authorizes
the NCPs of other Member States, to have accessefezence data in the

automated digital fingerprint identification systenthat were created for this
purpose, as enabling them to carrying out an autmnsearch by comparing with

fingerprint data. Searches can be conducted onlyndividual cases and in

accordance with national legislation of the requegsviember State.

Establishing consistency of the fingerprint datahwieference data held by
Member State which manages the file is carriedoguhe national contact point of
the requesting Member State via automated transmisef reference data
necessary to establish a definite match. If thevalgrocedure indicates a match
between the fingerprint data, the additional detagmission of personal and other
information about reference data is conducted urtter national legislation,
according to the provisions on legal assistandeefequested Member State.

2.3. Vehicle Registration Data

In order to prevent and investigate the criminafelm$es and during the
investigation of other crimes that are under thihauty of the law courts or the
prosecution of the Member State that carries oetddarch, maintaining public
security, the Member States authorize the NCPstl@draviember States to have
access to the national vehicle registration datat anables them to perform any
automated search in individual cases, referrinthéodata on the owners and / or
data of vehicle users. Searches can be performBdbynusing a full vehicle
identification number or complete registration n@mkSearches can be achieved
only in accordance with the national laws of theniber State conducting the
search.
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3. Major Events

In order to prevent crime and maintain public orded security during major
events that have a cross-border dimension, the Me®&tates shall communicate
to each other, both upon request and on their otrative, data that does not
concern the persons, which may be necessary fopthipose, in accordance with
the laws of the Member State that transmits the.ddgjor events regard some
sporting events, the European football champiorsshipuropean Cup final of
football and other major sporting events or Europé&zouncil meetings, if

necessary. The data do not refer to some peopldplihe major event, to some
possibilities of serious disturbance of public erigkethe State in which they occur.

At the same time, the Member States shall commtanittaeach other, both upon
request and on their own initiative, personal dathen any final conviction or
other circumstances give reason to believe thattimeerned person will commit
criminal offenses at the event or that it is a darg public order and safety, as
long as the data transmission is permitted undemttional law of the Member
State providing the data. All these data and peisoformation can be processed
by the Member State which received them only innemtion to major events for
which there have been submitted. If the purposewfoich they were sent was
reached or it was not the case to be achieveds/éious reasons), the transmitted
data will be deleted immediately and in the othases there are deleted after a
lapse of one year from the event or transmission.

4. Measures to Prevent Terrorist Crimes

In order to prevent terrorist crimes in accordamgth the national law and, in
individual cases, even without being requestedMbeeber States may provide to
the national contact points in other Member Statbe, personal data and
information necessary to the extent that this igemsary for that specific
circumstance there are reasons to believe thatdheerned persons will commit
criminal offenses as those referred to in articléo 13 of Framework Decision
2002/475/JHA of 13 June 2002 on combating terrariBhese data include: name,
surname, date and place of birth, and a descrijticthe circumstances leading to
the conviction that these people are suspectedrofrotting these types of crimes.
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Each Member State shall designate a national cormgamt for exchanging

information with national contact points in othereiiber States. The Member
State transmitting the data may establish, in a=momre with the national

legislation, the conditions on the use of such daih information by the recipient
Member State.

5. Other Forms of Cooperation

Another form of cooperation, which can be adoptgthie Member States in police
cooperation activities in order to maintain pubticder and security and thus
preventing the offense, is the establishment oft jpatrols. Of course, this measure
may be taken against the background of expressitierps of crime in particular
on the line of public order and public security aitdcan be carried out
successfully, especially in the case of neighbostades. We appreciate that this
form of police cooperation can be used successfulbwever by two or more
states, even if they are not neighbors, but onfyréwent and fight against a certain
type of crime, usually the street crime, coveritgpahe individual security of the
European citizen. Furthermore, the Member Stateslation to the time evolution
of the operational situation can organize and eteefmint actions in which a state
agency can perform, thus preventing specific a@wion the territory of another
State, along with its agents.

In the two ways of cooperation mentioned abovehast state in accordance with
its national law (but with the consent of the Stageency to which they belong),
each Member State may confer execution competentése Member State that
ordered the detachment of the agents involvediim fmperations, or to the extent
that host state law allows it; it can allow the Mmm States agents which ordered
the detachment to execute their own executing ctenpes, in accordance with
the Member State legislation that ordered the thetaeat. All these skills aim at
executing tasks under the guidance and usually oniyie presence of the host
state agents. The detached agents will submitemational legislation of the host
Member State which assumes the responsibilityteir actions.

In case of mass reunions, disasters or seriougeatsi, the competent authorities
of the Member States shall provide mutual assistémaccordance to the national
legislation, the main purpose being to prevent ¢benmission of crimes and
maintain public order and safety in the followingys:
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- mutual notification as promptly as possible of sugituations with cross-
border impact and exchange any relevant information

- the adoption and coordination of policy measuresessgary within their
territory in cases with cross-border impact;

- as far as possible, detaching agents, experts drigeas and the disposal of
equipment, at the request of the Member State imsevherritory appeared the
situation.

In these forms of police cooperation, the agents délember State detached to
execute joint activities with the host agents Wil able to wear uniform on duty
and they can carry the weapons, ammunition andoewrit which are allowed in

State of origin. In accordance with its nationak,lahe host Member State may
prohibit the pore of certain weapons, ammunitioe@uipment.

All Member States will make statements about thepees, ammunition and
equipment that may be used only in self-defensm ¢he defense of others. The
agent of host Member State that is in command rllawain certain cases and in
accordance with national legislation, the use ofapsms, ammunition and
equipment and for other purposes than those mattiabove. In all cases, the use
of weapons, ammunition and equipment will be maadg m compliance with the
legislation of the host member state. In situatiamsvhich the form of such
cooperation form, the Member States concerned shfallm each other about
weapons, ammunition, equipment that can be useduaddr what conditions,
using them according to the state law where theratakes place.

The use of vehicles by state agents of another Mer8tate is in compliance with
its internal legislation. As regards the protectard assistance, we mention that
Member State agents operating in the territory ruftlaer State will receive the
same protection as their national agents.

To the Member State agents that operate in th@omrrof another state it is

applied the same legal treatment as the agentssbflember State regarding any
crime that might be committed by them or that mightcommitted against them,
unless it is otherwise provided in another obligatagreement for the concerned
Member States. In these situations, the Membee $tain which the agents come
from is responsible for any caused damage durieg thperations in accordance
with the laws of the host Member State. The Mengtate in whose territory the

referred to, damages were produced, as a firsteplitagepairs the damage under
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the conditions applicable to the prejudges causedtsown agents, then the
Member State that detached the agent in questiandaeimburse the amounts
paid to the entitled victims or persons. As farthe labor relations go, the
European legislative act provides that the agemis operate in the territory of
another Member State obey the laws of applicalderl&aws in their own Member
State, especially in terms of labor standards.

6. Data Privacy

All Member States shall take measures for the ptiate of data used in the course
of judicial cooperation in the field of preventi@nd combating terrorism and
cross-border crime. To avoid unilateral interplietatof terms, the European
legislative act defines the following:

- Processing of personal dataeans any operation or set of operations that
are performed on personal data, whether they aniead or not by
automatic means, such as collection, recordingarorgtion, storage,
adaptation or alteration, sorting, recovery, comgian, use, disclosure by
supply, dissemination or otherwise making availalleanother way,
alignment, combination, blocking, erasure or desion of data;

- Automated search procedumeeans direct access to automated databases
of another body, if the response from the searabcemure is fully
automated,

- Catalogsmeans marking stored personal data, without furittention to
limit their processing;

- Blocking means marking of stored personal data in orddinta their
further processing.

According to the provisions of the European LegigtaAct in respect to personal
data that were provided, each Member State shaliagitee a level of protection of
their national legislation, at least equal to tpabvided in the Europe Council
Convention for the protection of individuals witegard to Automatic Processing
of Personal Data of 28 January 1981 and its Addifid’rotocol of 8 November
2001, thus taking into account the Recommendat®oR 1i87) 15 of 17 September
1987 of the Europe Council Committee of Ministeng tthe Member States

1 Council Framework Decision 2008/615/JHA of 23 JA068, article 24.
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regulating the use of personal data in the polie&,f even if the data is not
processed automatically.

Processing personal data by the receiving Membate 3¢ allowed only for the
purposes for which there were provided, accordingekamined European
legislative act. Processing for other purposes ésmjfited only with prior

authorization of the Member State administeringfileeand only according to the
national legislation of the receiving Member State.

Processing data relating to DNA profiles, automateachparison of DNA profiles
and fingerprint automated data search by Membee $ttat carries out the search
or comparison is allowed only for:

- establishing whether DNA profiles or compared fipyt data match;

- preparing and submitting a request by the policeidicial bodies in order
to grant legal aid in accordance with national dkdion, if those data
match;

- making a recording for the purposes of the ledistaact (article 30).

The Member States shall ensure the accuracy antthent relevance of personal
data. If ex officio, or in a notification of the moerned person, it results that there
has been provided incorrect data or data that dhatlbe provided, it immediately
informs the Member State or the Member States stirtition, which will delete or
correct the data.

The data whose accuracy is disputed by the condgueeson or its accuracy or
lack of accuracy may not be established, it shdn@ddmarked with a flag at the

request of the concerned person, in accordance théhnational laws of the

Member States. If there is a flag, it can be rerddweaccordance with the national
laws of Member States and only with permissiorhefd¢oncerned person or by the
decision of the competent court or independent plateection authority. However,

the Member States providing the data and the degimones, by the competent
institutions there are taken measures to ensureffaetive protection of personal

data against accidental or unauthorized destructiooidental loss, unauthorized
access, unauthorized or accidental disclosure. Bothlved countries will ensure

that:

- there are taken the latest technical measuresstare@mlata protection and
security, especially their confidentiality and igtity;
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- when there are referred to generally accessiblevanks there are used
procedures for encryption and authorization proocesiuecognized by
competent authorities, and

- there can be checked the admissibility of searches.

7. Keeping a Log of the Recordings. Special Norms dBerning the
Automated and non-automated Transmission

The need to ensure the data protection requirds Eaenber State to guarantee
that every non-automated transmission and eaclantomated receipt of personal
data, by the body that administrates the file apdhe body that carries out the
search is introduced in keeping a log, in ordervéoify the admissibility of
transmission. Keeping a log offers the followinépmmation:

- The reason for providing data;

- The provided data;

- Date of supply; and

- Name or ID of the searching body and the bodyrteatages the file.

If there are performed automated data searchesNoh [@ofiles, fingerprint data
and vehicle registration data and automated datapadsons, the following
provisions shall apply:

- only to agents of national contact points, holdafra special permit can
carry out searches or automated data comparisdresligt of authorized
agents to perform searches or automated data cmopsrare made
available upon request to supervisors and other béer8tates;

- each Member State shall ensure that each transmissid receipt of
personal data by the body administering the fild #re searching body is
recorded, communicating, also, whether there wdhitaor not (that is a
positive response). The recording contains thefoig information:

- supplied data;

- date and exact time of the delivery; and

- name or ID of the searching body and the bodyrfatages the file.

The body that conducts the search records alsord¢hson of the search or
transmission, as well as the identifying mark & #gent who conducted the search
and of that who require the search or the transomss
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At the request of the competent authorities in gatdection domain of concerned
Member States legislation in question, the Registnall forthwith to the recorded

data no later than four weeks from the date ofipec&he recorded data may be
used only for the following purposes: monitoringadprotection and ensuring data
security. All the records are protected by the &dapof the appropriate measures
against unauthorized use and other forms of miausekept for two years, after

they are deleted. The responsibility for legal &sean the transmission or receipt
of personal data belongs to independent data piate@uthorities or, where

appropriate, judicial authorities of the Membert&ain question. Anyone can
request these authorities to verify the legitimatydata processing in relation to
them, in accordance with national legislation. @diéion to such requests, these
authorities and registration bodies carry out ramdthecks on the legality of

supplies, using these databases.

Independent data protection authorities keep fepewtion the results of such
checks for 18 months. After this period, the result question are deleted
immediately. To each data protection authoritiesy ni@e required by the

independent data protection authority in anothemlder State to exercise its
functions in accordance with the national legisiatiindependent data protection
authorities in Member States carry out inspectasks necessary for cooperation,
notably through the exchange of relevant infornratio

Regarding the right of the person in question, Eheopean legislative act provides
that at the request of the persons concerned, dardance with national law, it
shall provide information, after proving his ideptiwithout excessive costs, using
a language understandable and without unaccepdeldgs, the processed data on
the person and the origin of these data, the mdigr recipient group, the purpose
and, in case this is according to the national g, legal basis for processing.
Also, the person concerned has the right to reghestorrection of the data and
the deletion of the unlawfully processed data. Muez, the Member States shall
ensure, in case of breaching its data protectightsj the person concerned can
effectively address a complaint to independent tscaccording to article 6 (1) of
the European Convention on Human Rights or an ien@gnt supervisory
authority within the meaning of article 28 of Ditee 95/46/EC of the European
Parliament and the Council of 24 October 1995 an ptotection of individuals
with regard to the processing of personal datadatd movement, being given the
opportunity to claim compensation or seek anothenfof legal redress. Detailed
rules on the procedure to exercise these rightsttamdeasons for restricting the
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right of access shall be subject to relevant natitegislation of the Member State
in which the concerned person exercises its rights.

According to the provisions of the European LegigtaAct, where a body in a
Member State has supplied personal data, the eetipiody in another Member
State may not invoke the inaccuracy of the providath as a reason to evade the
responsibility that accrues to the injured party, accordance with national
legislation. If the recipient body is obliged toypdamages due to the fact that
incorrect data was used, the body which provideddata to the recipient body
pays back the entire amount as compensation.

8. Critical Remarks

Although the European legislative act brings aesedf novelties regarding some
forms of police and judicial cooperation in crimimaatters in the European Union,
there are some provisions that are at least guedtie. Thus, according to the
provisions of article 19, paragraph (2) agents ruftler state can use weapons,
ammunition and their equipmeontly in cases of self-defense and in the defense of
others.We appreciate that these measures are incompktaus$e it restricts the
right to use weapons, ammunition and equipmentinaher situation specific to
the police activity in all Member States. We takerehinto consideration the
situation where it is required the immobilizatioperson after trying to flee from a
crime, in order to escape criminal liability. Wadithat in this case the agent find
himself in none of the two instances provided by &nd therefore cannot use the
weapon. We consider that the European legislatoulghprovide this situation
specific to all institutions of public order in Eype.

Another point refers to the term of keeping pratdctata, i.e. two years, after
which they are deleted. We appreciate that the taust be increased to at least
five years. We argue that opinion based on ouralv@rogress in the field of
crime, on the criminal connections that are esthbli and perfected over time and
the fact that any information in this area can bee@xtremely useful in criminal
investigations, especially in combating terrorisBf. course, in that event the
security of data is required in the same way, alzpilie same rules.

Another criticism concerns the fact that Europesgidlative act does not require
the imposition of records on legal persons. We aurtiis proposal on the grounds
stated in the practice of judicial logistics, whickfers to engaging in such
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activities of legal entities, or rather the incesdspossibility of terrorist
organizations often used to hide criminal activitghind real companies with
private capital. Finally, the last criticism coneerthe lack of rules governing the
establishment of separate accounts for legal apdigdd entities, in other states,
which are not members of the European Union. Wesiden here the need to
establish some databases that include naturalegadi persons in all countries; the
database is not deleted unless the individualshredoare no longer physically
capable of carrying out terrorist or other actsmfanized crime.

9. Conclusions

Providing an area of freedom, security and justice European Union (assumed
goal) requires, firstly, the improvement of judiciamoperation in criminal matters
between Member States (Rusu & Rusu, 2010, p. 2. examined European
legislative act transposes into EU legislation m@m Treaty concluded between
seven EU Member States in 2005; the treaty eskedslithe measures to enhance
cross-border cooperation particularly in combatiagorism, cross-border crime
and illegal migration. In addition to the mentiongbvisions in the Treaty, the
European legislative act provides for other prawrisi designed to improve the
system of cooperation between the Member States.

The European legislative act in its whole aimsratater exchange of data between
Member States regarding the DNA profiles, fingerpridata and vehicle
registration data. However, the provisions of Eeap legislative act compel the
Member States to ensure security of personal dataerms of storage and
transmission. The critical remarks regard the cdemge of patrols of a Member
State operating in another state, the retention,tgatting records on legal entities
and establish separate records for physical aral &adities in other states that are
not members of the European Union.

According to the provisions of article 36 of ther&oean legislative act, the
Member States should take the necessary measuoesniay with its provisions
within one year after it takes effect and at evémee years from that date
(available online access on profiles of DNA, fingént data and vehicle
registration data). Although this European legigéatact is not transposed into
national law in Romania, taking into account theuased obligations under EU
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accession Treaty and the provisions mentioned aladvbe date of publication of
this work, it should produce legal effects.
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