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Examination of the Provisions Governing
the Interceptions of Conversations anc
Communications according to the
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Jurisprudence
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Abstract: The objective of the present research consistsalyaing the requirements imposed
the jurisprudence of the European Court of Humagh®iin order to establish the presence / abs
of a match between the standards and regulatiottiedRomanianegislation in the field of audio «
video interceptions and recordings. This papersjdfre scientific efforts made by other author:
order to identify the existing problems in the migd law from the perspective of the Conventione’
concrete resudt of the research focus on presenting the prirgiquired by the European Court
Human Rights on the protection of privacy. The paggo examines the internal rules that violate
European standards in the field. The undertakemareb may be ieful to practitioners in the fielc
that will be guided to the correct application oframunity and national provisions, and to theoi
and Romanian legislator. The research is a criticalysis of the national rules that do not meer
European Courdf Human Rights standards and it repthe negative effects that may occur, a
consequence of these provisic
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1. Audio and Video Interceptions andRecordings according to the
European Court of Human Rights Jurisprudence

In order to comply with the privacy and correspanzeright, the New Code
Criminal Procedure establishthe procedural rules in the special technique:
surveillance andresearch matters to meet the accessibility, praildy and
proportionality requirement

There are classified and defined as special sleme# or research techniques
following:

a) interception of conversations and communicati
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b) video, audio surveillance or by photographing iivgte areas;

¢) location or GPS tracking or by other technical sillance means;

d) obtaining the list of telephone conversations;

e) retention, delivery or searches of postal corredpone;

f)  monitoring the financial transactions and the disale of financial data;

g) use of undercover investigators;

h) finding corruption offence, or the conclusion ofagreement;

i) supervised delivery;

j) identification of the subscriber, the owner or theser of a
telecommunication system or an access point targater.

Also it is defined the notion of technical supeimisregarding the use of one of the
techniques referred to in letter a)-c) and f).

In all cases of authorization of such measures, Nleev Code of Criminal
Procedure requires the need for a reasonable susmt committing a crime, the
compliance of the subsidiarity principle - beingaaled the exception character of
interference with the right to privacy - and thénpiple of proportionality of the
measure by restricting the right to privacy in tiela to the particularity of the
circumstances, the importance of information ordertce to be obtained or the
seriousness of the offense.

Also in order to ensure the right set by articlef@he European Convention on
Human Rights and Fundamental European Human Righés,New Code of
Criminal Procedure establishes, as a matter ofcipli®y the obligation of the
prosecutor that, after ceasing the technical sigiervmeasure, he would inform
in writing as soon as possible every subject of weerant on the technical
surveillance measure which has been taken in Bis ca

The way in which there were regulated in the Cofi€ominal Procedure the
interceptions and the audio or video recordings @ag of the constitutional
provisions (article 53 of the Romanian Constitutjoespecially because the
restriction did not affect the existence of thehtjgbeing proportional to the
situation that caused it (Theodoru, 2007, p. 396).

However, the new regulation does not solve thetiegiprovisions of special laws.
These provisions have been appreciated both inirtternal law and the

! Trial Bucharest, Section IV Civil Code civil semin. 709/2007, Bucharest Court of Appeal, Civil
Section Ill, dec. no. 1/2009 cases S.R.l. vs Hatric
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jurisprudence of the Codrtas being contrary to the principles laid down hie t

Convention. In what follows, we provide an overviefwhe arguments underlying
the proposal: the Law implementing the New Code Gyiminal Procedure

providing expressly that the provisions of spetaals that undermine the right to
privacy would be repealed.

The free communication between two or more persepeesents an integral part
of the notion of “correspondence” and “privacy”. the current context if the
society development, the communication between dwanore persons may be
held, in addition to the classical forms: discussibetween the persons presented
in the same place, letters, telegrams, telex grtfawugh a variety of other ways:
by mobile telephorfy(that in addition to voice transmission, it cascaprovide
data transmission as SM8r images), communications made by broadcasters of
fixed or portable reception (e.g. “walkie-talkie’yssems), transmission of
electronic messages via pager or Internet commtioinsa (in all its forms: text
messages, sounds, pictures). (Volonciu & Barbuy2p0130)

Restrictions on the inviolability of telephone censations and communications,
on respecting the private and family life, home aodrespondence are required
also by the European Convention on Human Rights Fumtlamental European
Human Right§

Article 8 of the Convention on European Human Riglantitled “the Right to
respect the private and family life”, provides:

“Everyone has the right to respecting his privatd &mily life, his home and his
correspondenceThere shall be no interference by a public authoritith the
exercise of this right except to the extent wheig mixture is required by law and
if it represents a measure that, in a democraticiedy, it is necessary for national
security, public safety or the economic well-bedfighe country, defense of order
and preventing the criminal acts, protecting thallieor morals, or the protection
of rights and European Human Rights of othiers

The possibility for phone call interception by staiuthorities is provided virtually
in all signatories States of the Convention on Beem Human Rights, being

! Elena Pop Blaga v. Romania, the European Coutiuofian Rights, November 27, 2012.

2 For more details check (Bogdan, 2006, p. 106).

3 Short Message Servic&hort Messages sent via mobile phones.

* Romania ratified the EUROPEAN HUMAN RIGHTS Convientby Law no. 30/1994, published in
Official Monitor no. 135 of 31 May 1994.

6C



JURIDICA

related generally to the fight against crime. Thendcratic societies are threatened
by complex forms of espionage and terrorism anceffectively combat such
threats it should allow states to monitor the sufive elements operating in their
territory.

The European Court of Human Rights (following therdpean Human Rights
Court) admitted that there are some legal provssialtowing the interception of
mail under exceptional circumstances which are $gg in a society in order to
ensure the national security, defending the publider and prevention of
committing crimes.

On the other hand, any excess in carrying out someeceptions of telephone
conversations involves not only the risk of harmihg individual, but it can have
negative consequences for the democratic society a$ole. That is why the
guarantees against the abusive interceptions dispgnsable. (Berger, 2005, p.
407)

In dealing with cases analyzed by the European HuRights Court it followed a
certain natural order, in order to discover thedence of the provisions of article
8 from the Convention:

a. The applicability of article 8 in the domain oftelephone communications
interceptions. The European Human Rights Court has stated thaguhrantees of
article 8 of the Convention must be respected uatlecircumstancesand only
where the interference has as aim proving a critiig.irrelevant in this regard the
way of using the records (the immediate purposatefception).

b. The conditions of applicability of article 8 paagraph 2
- the existence of an interferenée

- the interference is provided by lafbesides the mere existence of the legal
law it seeks the quality of the law, it$fordability and predictability;® it is
necessary for the rules to be known, under reasertalms by the person to
whom it is applied Accessibilityis assessed by reference to the possibility of a

! European Human Rights Court, September 6, 197.8029/1971, Klass and others v. Germany, A
no. 28.
2The European Human Rights Court, April 24, 199@ystin v. France, Huvig v. France, A 176-A.
3 European Human Rights Court, 2 august 1984, n@1/8679, Malone v. UK, the European Human
Rights Court, February 16, 2000, no. 27798/1995aAmv. Switzerland published in RID 2000-11;
cause Prado Bugallo v. Spain, no. 58496/2000, EamopHuman Rights Court judgment of 18
February 2003.
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person to have information on the standards. Timeliton of accessibility of a
legal rule is not met by internal unpublished ragohs, instructions or
directives or simply is not brought to the attentiof interested persons, so it
could not be invoked in order to justify the inendnce of the public authoritiés.

- the interference would pursuea legitimate ainf these aims are assessed
according to the circumstances of each particulasec The commission
recognized the flexibility in interception is reqed by the nature of the subject
in question and that the concept pfédictability’ does not require the definition
of terms such asnational security or “the economic well-being of the couritry
when they are used as prerequisites conditiongplyimg the measures.

- interference representsa necessary measure in a democratic society
adopting the measure which represents an intederenthe exercise of rights
protected by article 8, the states have providedrable appreciation reserye
and by this condition it seeks to restrict the meas taken by the authorities to
what it is “necessary in a democratic society”,igiby the states to ensure an
“adequate and effective contrdl for verifying the legality of measures in
relation to the specific situation of each casee ©hder of a magistrate for an
interception does not involve regular records amtigiance with article 8, so as
to make unnecessary an appeal to those concerasd [datheron v. France,
judgment of 29 March 2005).

2. The National Legislation on Interceptions and Adio or Video
Recordings

Previous to the legislation in the Code of Crimiftabcedure of the potential
interception and recording of telephone convergatithere were some provisions
in Law no. 51/199%0on the national security (article 13), where itégulated the

procedure of interception and recording telephomaversations and other

! Judgments in the case of Rotaru v. Romania, phelisn the Official Monitor no. 19/11.01.2001,
Case Petra v. Romania, published in the OfficialnMw no. 637/27.12.1999, Case Cotlet v.
Romania, published in the Official Monitor no. 422/05.2005 or case Sissanis v. Romania,
judgment of 25 January 2007 in terms of analyzhegdccessibility condition of the law. The main
way to insure the publicity of legal acts is praddby the Autonomous Administration “The official
Monitor”, according to article 5, Law no. 202/1998.

2 European Human Rights Court, case Campbell Carigti United Kingdom, application no.
21482/1993, inadmissibility decision of 27 June4,98-A DR 119.

3 European Human Rights Court, 24 August 1998, 8618/1994, Lambert v. France.

4 Published in the Official Monitor no. 163 of 7 Ausf 1991.
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communications in the case of preparation and preaten of crimes that represent
a threat to the national security.

Regulations on the procedure of recordings andoaadivideo interceptions are
found in other normative acts as well.

Looking at the provisions of the special laws byarting to the current and future
provisions of the Code of Criminal Procedure, wadfithat there are
inconsistencies regarding the competent authooitguthorize the audio or video
recordings and interceptions.

Thus, in the regulations previously adopted oflther no. 281/2003 amending and
supplementing the Code of Criminal Procedure aed_#tw no 135 on the Code of
Criminal Procedure it provides that the prosecutor shall be the aasible
authorized body to authorize the carrying out @f éludio or video recordings and
interceptions.

By adopting the two laws, the Code of Criminal Rhere provides for further
regulation of interception and audio or video relngs, setting another application
procedure and issuing such authorization (thuscthet becomes the competent
body for issuing the authorizations for interceptand audio or video recordings)
and other limits on its duration.

In this situation it raises a question: the pransi of special laws, in which it

! Law no. 161/2003 on some measures to ensure &eeTgyy in the exercise of public dignities,
public functions and business environment, the gméon and punishment of corruption contains
provisions on the access to a computer system raedception and recording of communications
conducted through computer systems (article 54-&%&horizing the prosecutor, referring to the Code
of Criminal Procedure). Law no. 78/2000 on prevegitidiscovering and sanctioning corruption; it
also includes provisions on surveillance or tapgephone lines or access to information systems
(article 27 - authorization of the prosecutor). Laa 143/2000 on combating illicit drug trafficking
and consumption, it includes provisions on the sste telecommunications and information systems
used by a person who prepares the commission offamse under this law or has committed such an
offense (article 23 - authorization of the prosegutLaw no. 678/2001 on preventing and combating
trafficking in persons, which provides in articl8 that when there is data or there are clues that a
person who prepares the commission of an offenderuthis law or has committed such an offense
uses telecommunications or computer system, thsepubion may, with the approval of the
prosecutor, have access for a period of time, ¢ésdlsystems and to supervise. Law no. 39/2003 on
preventing and combating organized crime which e in article 15, line 1 letter ¢) that when
there are clues on committing crimes for estabiigha criminal organization, in order to gather
evidence or identify the perpetrators, the prosgcutay order a maximum period of 30 days
surveillance of the communications systems. Law 585/2004 on preventing and combating
terrorism provided in articles 20-22, the authdi@a procedure and conducting intelligence
activities, which also include the interception aedording of audio or video conversation.

2 published Official Monitor no 486 of {5luly 2010.
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provides that the authorization for interceptiord aacording of conversations is
issued by the prosecutor, are they still applicable

The Code of Criminal Procedure establishes thesaafsimterception and recording
of conversations and communications, namely: teboaild be solid clues or data
that it has been committed or is preparing to canancrime, that for that crime the
criminal prosecution is carried out automaticaltylahe use of these procedures is
necessary for finding the truth.

The interception and recording is required for figdthe truth when establishing
the facts or identifying the perpetrator cannotnteede based on other evidences,
which represents a consecration of the subsidignityciple of this measure, and
only in exceptional cases accordance with the requirements of the Cotiwen
(Case Klass v. Germany, previously cited)

The authorization is given by the president ofdbert to whom it would return the
jurisdiction to hear the case at first trial, iros¢d session, which meets the
requirements of the European Court of Human Rightee Code of Criminal
Procedure provides the limits of the duration & &xecuting measures, the need
for extensions only if they are justified withowceeding the overall length of four
months, motivating the decision-making measure ¢ivated conclusion, which
will include the concrete clues that has led tahie person concerned, means of
communication, or the place under surveillance, peeiod for which it was
authorized, the issued revealed by the EuropeanaduRights Court in cases
Contreras v. Spafrand Venezuela Bugallo Prado v. Spain, previouisé}:

Provision of article 941 paragraph 8 Code of Criminal Procedure according t
which the recordings can be achieved also at theest of the victim on the
addressed communications, with the authorizatiorthef court, it represents an
implementation of the provisions of the causes geam Human Rights Court A.
v. France (judgment of 5 March 1991) and MM v. Naywjudgment of 8 April
2003), but it is contradicted by article 916 pasgdr 2 Code of Criminal
Procedure, according to which the records refetwed this sectionsubmitted by
the parties can serve as evidence if they are not prohilbtetaw, which may lead
to situations such as those identified for the samasons (obtaining the

! According to article 143 paragraph 3 of the Cotleiminal Procedure, there solid clues when
from the existing data it results the assumptiat the person to whom it is applied the prosecuting
action has committed the act.

2 European Human Rights Court, July 30, 1998, n6727.995, Venezuela Contreras v. Spain RJD
1998-V, no. 83.
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registration by the person involved in the convéosa but at the request and with
the support of the police) and a violation of deti8. (Volonciu & Barbu, 2007, p.
148)

Regarding the predictability of the law, we beliéwehe existence of contradictory
laws, that is the Code of Criminal Procedure andcisp laws listed above,
providing still the possibility for making telepherintercepts only based on the
prosecutor's authorizationit may result in the detention of a contradictiion
Romanian state law in the event of a new case @oEilropean Human Rights
Court, as happened in the case Kopp v. Switzerland.

In the doctrine (Coca, 2006, p. 72) it was con&dethat although the Law no.
281/2003 has made harder the process of obtainegy authorization for
interception and recording, the competent publibauities in the national security
domain would meet the legal regime provided foraitcle 91-91°, the procedure
in other way could lead to the inability of usirtlgetunlawfully obtained evidence
in the criminal proceedings.

This view is supported also by the provisions ¢ithr X of Law. 281/2003, which
states that “whenevesther lawscontain provisions regarding tligsposition by
the prosecutorof making, maintaining, revocation or terminatiointhe detention
under remand measure, the provisional releasehendiiigation of not leaving the
city, the safety measures provided by article 148 article 114 of the Criminal
Code, the interception and recording of conversatignsearches, arrest and
surrender of correspondence and items sent by éfendant or submitted to it,
shall apply accordingly, the provisions of article of this law” (motivated
authorization of the prosecutor).

The lack of this clear framework in this field Had to the formulation of different
interpretations, both in theory and in practice.ughit is considered that the
provisions of the special laws are applicable wtiggre are conducted specific
intelligence activities and those of the Code wttem interceptions are available
for criminal instruction. We believe that such @p®@ach is unsustainable and it is
only possible if the special laws regulations stdatludespecific guaranteesn
the intrusion by the intelligence services in thivgry of a person. By invoking
the national security reasons for ordering therasjgtion under a procedure, other
than that of the Code, it leads, in our opinion,atdreach of article 8 of the
Convention on European Human Rights, even if theuyld/ not be then used as

! European Human Rights Court, March 25, 1998, B222/1994, Kopp v. Switzerland.
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evidence in criminal trials. (Volonciu & Barbu, 2Z0®. 137)

The above laws are special laws that fall underrédport of sanctioned crimes
under serious criminality, responding to the nekthe state to ensure the national
security, public safety or the economic well-bewigthe country, prevention of
disorder or crime, but they ameot predictable enoughthey do not include
procedural rules and guarantees required by pahgra of article 8,
complementing the provisions of the Code of CrithPcedure. From this point
of view, as long as they contain contradictory [smns, given the European
Human Rights Court’s jurisprudence and the prowisiof article 20 of the
Romanian Constitution, it must be established ey @lode ofimplied repealof
conflicting provisions of the law.

For this purpose the European Human Rights Couedrthe case of Dumitru
Popescu v. Romania (no.?2vhich found being respected the right to a faal t
(article 6), but violating the right to privacy gaateed by article 8 of the
Convention.

In fact, the applicant Dumitru Popescu was onéefli9 defendants prosecuted for
offenses of smuggling and association to commgrefés, which were the object
publicized as theCigarette II' case.

The applicant alleged, among others, the breacartidle 8, where the right to
privacy was violated because of his phone intefoept

With reference to article 8 of the Convention, Steasbourg Court found that it
had been violated because the Law no. 51/1991 dionah security does not
comply with the European Convention, addes not providea minimal protection
degree against arbitrarinessequired by this Article of the Convention.

Thus, the Court noted the lack of independencenefdompetent authority (the
prosecutor) for authorizing the recordings, thekla€ time limits established by
law, without anya priori or a posteriori control of the extent of listening to
conversations by a judge. Thus the European HungimskCourt emphasized the
fact that the internal law does not require to thielligence services or the
prosecutors to file the criminal file documentatitmat led to the request, or

1 n the case law it was established that by thegdl character it was understood the lack of the
necessary legal authorization and quality of thesge who made the recordings of telephone
conversations and discussions between people (l.C@dinal Section, Decision no. 2706 of 5 June
2003, www. SCj.ro).

2 European Human Rights Court, April 26, 2007, rb25/2001, Dumitru Popescu v. Romania.
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authorize interceptions, has observed and the stemge of the guarantees for the
protection of the intact and complete records &ed destruction, pointing out that
the law does not require the prosecutor to stadrttercepted telephone number,
and it did not provide the situation where the infation obtained through
interception of telephone conversations could [strdged.

The Court also noted the lack of independence efatlithority that would have

been able to certify the reality and reliability tife records, since it was the
Romanian Intelligence Service, the same authoribyclv was responsible for

intercepting the communications, the Court congidét necessary to have a public
or private authority independent of the one thatlengcordings.

The court welcomed the legislative changes outlibgdthe Government in its
observations (on the fact that currently, the c#ption and recording are
performed after obtaining a permit from the judged that, in matters of
controlling the validity of the records, the conmgdt authority is the National
Expertise Criminology Institute, under the Ministof Justice, where the experts
have the quality of civil servants and they areepehdent of the competent
authorities for intercepting or transcribing theatte conversations), but it also
revealed that they were introduced after the tifritb® facts.

The court found that, despite the amendments t&Ctiee of Criminal Procedure,
currently the surveillance measures may be ordeyatie prosecutor, according to
the procedure laid down in article 13 of Law no/12B1,which has not yet been
repealed showing that in a recent decistpthe Constitutional Court ruled that this
article is in line with the Constitution, invokirthe special feature of the Law no
51/1991.

Regarding article 6 of the Convention, the Europeaman Rights Court found
that it was not violated. Thus, the European Chaltl that the evidence on which
the applicant states that it was obtained undeinieenal law and article 8 of the
Conventionwere not the only ones that were considered bydtlets, when they
convicted the applicant and stated that the apglicanself does not dispute to the
domestic courts or the European Human Rights Qibericontents of recordings,
but the law under which they were obtained.

Thus, the guarantees offered by article 8 of thev@ntion concern all possible
situations, and not only the interceptions madéiwita criminal trial, and that

1 c.c., Decision no. 766/2006 (Official Monitor, N&6 of 16 January 2007).
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obtained evidence by violating the article 8 doet automatically lead to the
violation of article 6 on the right to a fair trialust so happens that the
interferences are found mainly within the crimiqabceedings and only to the
extent where the evidence was so obtained shoulfilege Introduction of the
legal provisions in the Chapter Evidences and meéesidence from the Code of
Criminal Procedure cannot therefore be interprdigdstate authorities as a
condition only for“investing” the evidence with a legal featuréAn example of
misapplication could be interception of telephor@mmunications under the
authorization of the prosecutor under special lawsinder secret normative acts
(orders, instructions of Ministers, Regulations winlgshed in Official Monitor) for
monitoring a person's actions(interception of conversations according to agticl
13 paragraph 1 of Law no. 51/1991) and then obtgimégal authorization if it
finds indications of committing some crimes.

In the practice of the Romanian judicial authositéend public authorities there can
be generally found violations of the Conventionfamopean Human Rights, that is
there are specialized organizations that “mask”iterception under the form of
records related to the location in space and tifheéhe phone, call duration,
telephone numbers between which there were calt ding the identity of the
persons that use the telephone numbers and thigleygan audio recording for
the purposes of the Code of Criminal Procedurdn@abutside the law and in
violation of the requirements of the Conventfon.

From the documents that are often submitted thesqmution files it results that
receiving the notification of a judicial body (padi, prosecution, etc., without the
court’s authorization under the Code of Criminabd&dure)after the commission
of an offenseéby a person the special interceptor units (theci@péntelligence
Service or the Information Service of M.I.D) submitch information from the
period previous to the notification, which is evide in their existing database that
exceed the legal framework or - at least — the fppbtheir free access to databases

! The test consists in determining the existenca easonable appearant¢hat the applicant had
been subject to such measures or as part of a algsrsons who are subject to interception, was
used in the case of Hilton v. United Kingdom, theeidion of inadmissibility on July 6, 1988, in the
Case Camenzind v. Switzerland, judgment of 27 Relpri995 or case Halford v. United Kingdom,
judgment of 25 June 1997.

2 |n the case of Malone v. United Kingdom, judgmeft2 August 1984, the Court dealt with the
registration of telephone numbers through a systenmected to a printer that also recorded the time
and duration of the call (not the content of thaevarsation), there being no provision in English la
allowing this practice to Post Office (telephoneeigior) that transmitted the information to the
police, even without a warrant, being found asadation of the Convention.

68



JURIDICA

of mobile or fixed telephone Cooperation, issueat tare likely to lead to a
conviction of the Romanian State on the groundhef €onvention on European
Human Rights, even without recording the conveosati

3. Conclusions

The national law has evolved a lot in this are&e NMew Code of Criminal
Procedure contains the provisions that are comsistigh the standards set by the
Convention. The development of a normalcy was pbsshrough the adoption of
related special legislation (e.g. Law no. 298/2608he retention of data generated
or processed by providers of communications - timeeait one), and also by the
creation of effective means of control and liakilicriminal, civil and disciplinary)
of the magistrates that broke the legal rules énfitid.

Therefore, we consider that the Romanian legislatast continue his efforts to
adapt the national legislation to the requiremefitsommunity rulelin the field
and the jurisprudence of the European Court of HuRights.

An important role in compliance with article 8 offiet Convention had the
Romanian magistrates, in particular, and the unsbns in the field, who
understood the importance that a modern societyt grnast the protection of the
human right to privacy. In many cases judges hamswred some actions that
represented true interference in the privacy oé&gn, acting as the first judges of
the Convention. At the same time it is necessarhighlight the fact that there
were many situations where, rightly, they foundt ithee interference by a public
authority with the right to privacy was necessargefend the rule of law.

It also should be noted that a misunderstandirtgefequirements imposed by the
EU or the European Court of Human Rights may gise to serious conseqguences
for the rule of law. Thus, incompetence or badhfaim this area could be
detrimental to determine or adopt a law favorabl¢he crime environment or the
manifestation by the magistrates of some relua#ittides regarding the disposal
of the authorizations for audio and video intere@pand recording. That is why
we consider that both the legislative and the jiadycpower should join efforts in
achieving a framework of normality in this areajstavoiding any imbalance.

Finally, we should highlight to the legislator tegistence of some special rules
that are not in line with the Convention standardthe field, existing the risk of
convicting Romania by the European Court of Humagh® and other causes as

LIt will be taken into account the community laveiiient in the field with exact reference to the
Recommendation no. R (95) Council of Europe, Cotemiof Ministers on the protection of personal
data in telecoms services and, in particular, tedep services, adopted on February 7, 1995, at the
528" meeting.
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well. Therefore, we resume the proposal made irfitbepart of the article, which
is to provide in the Law of applying the New Codd.egal Procedure the express
abrogation of the contrary stipulations, which exighe special laws.
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