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Abstract: The European concerns with respect to preventinigfighting cybercrime materialized in
the Council of Europe Convention on Cybercrime. &seflection of such concerns, the Draft on
preventing and fighting cybercrime was includedritie Ill of Romanian Law no. 161/2003. In the
same context, most recommendations which incriraiegbercrimes were also entered in the future
Romanian Criminal Code as well. As in other coasyithe implementation in the Romanian
legislation of the convention provisions generagedumber of problems which have been more or
less noted and solved. This study attempts to pibgach problems
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1 Introduction

Although it only sets certain standards and alltvesn to be adjusted according to
the needs of each state, the CoE’s Convention dei€sime (CETS no: 185till
remains the most important international instrumesed in fighting cybercrime.
For this reason, there is not a global consenstlsrespect to the implementation
of the convention provisions.

Romania has been among the first countries tcf shgn convention and, through
Title Il of Romanian Law no. 161/2083it regulated (in Article 34) ,the

prevention of and fight against cybercrime throgglecific measures, in order to
prevent, discover and sanction the crimes commitigdmeans of computer
systems, ensuring the observance of human riglitpersonal data protection” by
adopting (to a considerable extent) the convenpimvisions. Romanian Law no.
8/1996 and the new Romanian Criminal Code (Romanian ®@aimCode 2009)

! European Council Convention on Cybercrime (CETS 185), adopted in Budapest on
November 23, 2001.

2 Romania signed the Convention on November 23, 2B@limplemented it in on May 12,
2004.

% Romanian Law no. 161/2003 published in the Offiflazette no. 279/21.04.2003.

* Romanian Law no. 8/1996 published in the OffiGalzette no. 60/26.03.1996.
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also adopted (more or less faithfully) such incriation recommendations (lg#i
2009).

2  Comparative Analysis of the Manner to Define th&erms Used

We have to specify that the parties do not havedtupt in their internal legislation
the same definitions as presented in the CoE’s yibee Convention, having the
authority to decide on how to implement these cpticeNevertheless, the concepts
formulated in the internal legislations have todoasistent with the principles set
through this article 1 of the CoE’s Cybercrime Cemtion.

The Romanian lawgiver went beyond the conventicovipions, presenting the
meaning of certain terms such as ,automatic datagssing”, ,software”, ,user
data”, ,security measures”, ,acts illegally”.

Unfortunately, the convention also uses other tesmmase meaning is not specified
and which already generate problems both to expants to law enforcing
authorities: ,security measures”, ,access”, ,unautted”, ,illegal”, ,unjustified”,
etc.

In order to eliminate such probleniisis necessaryas the Romanian lawgiver did,
to identify and explain the meaning of the terms ags since each national

legislation system has its own traditions and ¢ertarms may be interpreted and
applied differently.

3 Comparative Analysis of the Manner to Incriminate Crimes
Against Data Confidentiality, Integrity and Availability

3.1 lllegal Access

We can note that Article 2, thesis | of the CoEigé&rcrime Convention presents
the recommendation to incriminate the illegal ascesd the second thesis of the
same article indicates the possibility that natiofewgivers condition the
incrimination for the infringing security measutesthe intent of obtaining
computer data or other dishonest intent”, or ilatien to a computer system that
is connected to another computer system”.

The internal legislation exceeded the conventi@omemendations, incriminating
as aggravated variants the situations where this agmmitted ,with the intent of
obtaining computer data” or ,by infringing the setpumeasures”.

! Romanian Law no. 286/2009 published in the OffiGiazette no. 510/24.07.2009.
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It is desirable that suchmeans to commit the adt,by infringing the security
measures”, ,with the intent of obtaining computetador other dishonest intent”,
»iN relation to a computer system connected to laerotcomputer system”)
representaggravating situationsand not requirement of the material/subjective
element

The final paragraph of Article 360 in the futur@rRanian Criminal Code no
longer uses the term ,security measures” (whosenimgas not specified in the
title ,The meaning of terms and expressions indtiminal legislation” either). But
it takes over (to a considerable extent) meanirigad in Article 35 paragraph (1)
letter h) of Romanian Law no. 161/2003. The linmftghe punishment stipulated
(in Article 360) for this method to commit the cen{imprisonment for 2 to 7
years) are under those stipulated in the special (Jarticle 42) for the same
manner to commit the crime (imprisonment for 3 2oygars).

3.2 lllegal Interception

By analyzing the textswe can observe that Article 3, thesis | of the GoE
Cybercrime Convention stipulates the recommendatimnincriminate illegal
interception, and the second thesis of the samieleaindicates that national
lawgivers may condition the incrimination on comtimig ,with dishonest intent”
or ,in relation to a computer system that is coneéd¢o another computer system”.

This time, the Romanian lawgiver did not incrimmats aggravated variants the
situations where the act is committed ,with dishsiniatent” or ,in relation to a
computer system that is connected to another ca@ngystem”.

As in the case of the previous articlejs recommendablethat such means to
commit the crimé,with dishonest intent” or ,in relation to a conteu system that
is connected to another computer systerefjresent aggravating situationsand
not requirements of the material/subjective element

For this crime, the limits of the punishment stgiad in Article 361 in the future
Romanian Criminal Code (imprisonment for 2 to 7 rggaare under those
stipulated in the Romanian special law (Article 48 the same crime
(imprisonment for 3 to 12 years).

3.3 Data Interference

The Article 4, paragraph 1 of the CoE’s Cybercri@envention presents the
recommendation to incriminate data integrity damaggeagraph 2 indicates the
possibility that national lawgivers may conditidretincrimination of the described
behavior on the committing of ,serious harm”, hayithe possibility to define
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autonomously the extent to which the incurred danean be deemed ,serious”,
based on the own criteria of the internal legiskati

Besides the CoE's Cybercrime Convention recommémugt the Romanian
lawgiver further incriminated, as a distinct manteecommit this criminal offence,
»the restriction access to computer data withoghtfi but failed to stipulate as
aggravating variant the occurrence of result, gesiharm”.

In this situation alscsuch resul{(,serious harm”) shouldepresent an aggravating
situation.

The future Romanian Criminal Code incriminates Ariicle 362 and 364) two

distinct crimes (,Altering the computer data intiggrand ,,Unauthorized transfer

of computer data”), but which take over the contehthe incrimination in the

Romanian special law (Article 44), less the limas punishment, which are
different. Thus, in the Romanian special law, ttigutated limits are imprisonment
for 2 to 7 years (in case of the standard variantprisonment for 3 to 12 years,
respectively (in case of aggravated variants) aspewed to imprisonment for 1 to
5 years as stipulated in the future Romanian CiinGode (in case of altering the
computer data integrity and the unauthorized teanaf computer data).

3.4 System Interference

As can be noted in the Article 5, thesis | of th@EG Cybercrime Convention, it
specifies the recommendation to incriminate thetesys integrity damage,
conditioning the incrimination on the status ofrieas”, ,intentional”, ,without
right”.

The Romanian lawgiver also maintained these reogirgs of the material element
of the offence specified in the recommendatiomtwiminate (,serious”, ,without
right”) and even introduced an additional one, trieBng the access to computer
data”. However,t would have been preferableto eliminate the requirement
,serious”, in order to include as well certain farnof manifestation of the
phenomenon which are less destructive. The linfith@® punishment stipulated in
Article 363 in the future Romanian Criminal Code fiois crime (imprisonment for
2 to 7 years) are under those stipulated in theddien special law (Article 45) for
the same crime (imprisonment for 3 to 15 years).

3.5 Misuse of Devices

We can observe that Article 6 in the CoE’'s Cybeneri Convention, after
presenting the recommendation to incriminate (inageaph 1), it stipulates in
paragraph 2 that it ,shall not be interpreted agasing criminal liability” where
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the acts recommended for incrimination ,is not tlee purpose of committing an
offence established in accordance with Articleshédbugh 5 of this Convention,
such as for the authorized testing or protectioa cdmputer system”

The Romanian lawgiveeven if it did not incriminatgprocurement for use” as a
means to commit the offencedopted a clearer solution for all the acts
incriminated: ,for the purpose of committing any of the offescestablished in
accordance with Articles ...”. We have to specifytttiee limits of the punishment
stipulated in Article 365 in the future Romanianin@nal Code for this offences
(imprisonment for 6 months to 3 years or a fineprisopnment for 3 months to 2
years or a fine, respectively) are under thoseilstipd in the Romanian special law
(Article 45) for the same crime (imprisonment fotol6 years).

4 Comparative Analysis of the Manner to Incriminate Computer-
Related Offences

4.1 Computer-related Forgery

By analyzing the textswe can observe that the concept formulated inCbE’s
Cybercrime Convention recommendation is distinotrfrthe concept adopted by
the Romanian lawgiver.

Article 7 of the CoE’s Cybercrime Convention laysphasis on authenticity, as
indicated in the wording of the incrimination recmendation:,... resulting in
inauthentic data ... as if it were authentic, regasll whether or not the data is
directly readable and intelligible”.

In exchange, the Romanian lawgiver, as clear frdre tvording of the
incrimination norm, lays emphasis on truthfulness: resulting data which are
incompliant with reality” In addition to the Convention recommendatiohg, t
Romanian lawgiver incriminated asdistinct manner to commit this crimghe
act of restricting, without right, the access tonputer data”. However, the limits
of the punishment stipulated in Article 325 in fioeure Romanian Criminal Code
for this crime (imprisonment for 1 to 5 years) ameder those stipulated in the
Romanian special law (Article 48) for the same erimprisonment or 2 to 7
years).

4.2 Computer-related Fraud

As compared to the CoE's Cybercrime Convention meoendations, the
incrimination adopted by the Romanian lawgiver aliated the,without right”
circumstances for causing the damagdyut also thecircumstances of obtaining
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the benefit ,with criminal or fraudulent intention’, circumstances which have
significant legal consequences.

The incrimination provisions adopted by the Romanlawgiver should be
provided with circumstancesboth objectively and subjectively, bgtroducing
the expressions ,without right” and ,unjust’and thus

(a) Article 49 of the Romanian Law nol61/2003should have the following
wording: ,The act of causing a loss of property to anothergon by inputting,
altering or deleting of computer data, by restmgtithe access to such data or by
any interference with the functioning of a compwgstemwithout right, with the
intent of procuring anunjust economic benefit for oneself or for another, sl
punisher with imprisonment ...".

(b) Article 249in the future Romanian Criminal Code (,Computeufty should
have the following wording,The input, alteration or deletion of computer data
the restriction of access to such data or the fiet@nce with the functioning of a
computer systenwithout right, with the intent of procuring aonjust economic
benefit for oneself or for another shall be, if dage was caused to a person,
punished with imprisonment ...".

The limits of the punishment stipulated in Arti@d9 of the future Romanian
Criminal Code for this crime (imprisonment for 2 Toyears) are under those
stipulated in the Romanian special law (Article 48)r the same crime
(imprisonment for 3 to 12 years).

5 Comparative Analysis of the Manner to Incriminate Offences
Relating to Child Pornography

As can be noted bgnalyzing the textsthe Romanian lawgiver incriminated (in
Article 374 paragraph 3 of the future Romanian @rahCode), besides the CoE'’s
Cybercrime Convention recommendations, adidinct manner to commit this
crime, ,the illegal accessing of pornographic child maikriby means of computer
systems or other computer data storage medium”.edew in paragraph (4) of the
same article (which explains the meaning of themtepornographic child
materials”), it did not include the situation of pgrson of age who is presented as
an underage child having an explicit sexual beh&via situation included in
Article 35 paragraph (1) letter i) of the Romangaecial law.

The limits of the punishment stipulated in Artid&4 paragraph (2) in the future
Romanian Criminal Code for this crime (imprisonmét2 to 7 years) are under
those stipulated in the Romanian special law (fetisl) for the same crime
(imprisonment for 3 to 12 years).
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6 Comparative Analysis of the Manner to Incriminatethe Offences
Related to Infringements of Copyright and Related Ryhts

The 1" Article of the CoE’'s Cybercrime Convention, aftpresenting the
recommendation to incriminate (in paragraphs 1 @pdthe damages to the
Jintellectual property” and the ,related rightsitjmilates the terms: ,, where such
acts are committed willfully, on a commercial scaled by means of a computer
system”. There are three cumulative terms:

- the acts have to be committed willfully
- the acts have to be committed at a commercid sca
- the acts have to be committed by means of a cteanpystem.

The Romanian lawgiver partially observed such maration recommendations.
Thus, it stipulated, as requirement of the subjecttlement, the commercial
purpose (in Article 139 140, 143), setting its meaning as (Article 48&ragraph
9) ,the aim to obtain, directly or indirectly, amaomic or material advantage”
and by specifying (Article 139paragraph 10) that the commercial purpose is
presumed if ,the pirate goods are identified athbadquarters, working points, in
their surroundings or in the transportation measexduby the economic operators
who have as their object of activity the reprodurtidistribution, rental, storage or
transport of products bearing copyright or relatigghts”. It also stipulated the
committing of facts ,in the digital environment” asquirements of the material
element (in Article 143) and even incriminated Airticle 139) ,the unauthorized
reproduction of computer software on calculatiostsmns”.

Although such requirements are not stipulated catiudly, as recommended by
the Convention, it may use the provisions of AditlD paragraph (3) in the CoE’s
Cybercrime Convention, the existing incriminatiomyisions being effective and
ensuring the protection of intellectual properthts and the related rights.

7 Comparative Analysis of the Manner to Implement 8me of the
Procedural Provisions

7.1  Application Field of Procedural Measures

Comparing the provisions of Article 14 in the CoEgbercrime Convention, we
can observe that the Romanian lawgiver took oveptiovisions partiallypmitting

to apply the special provisions in the collectidrdigital evidence referring to any
other ,classic” criminal offencewhich can be found in a computer systdm.
practice the result is a situation which is not entiregital. Thus, such provisions
do not apply to ,classic” crimes (other than asrimmated through Title 11l or
Romanian Law no. 161/2003 and those committed bgnsef computer systems)
and the result is thaertain procedural actg¢such as the investigation of computer
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systems or the computer data storage media) cdedided upon by the prosecutor
as well.

The application fields of procedural provisions shald be extendedto the
situation stipulated in Article 14 paragraph 2thstc),,the collection of evidence
in electronic form of a criminal offence”, in ord&r avoid the situation generated
at present when the same computer systems analddyidence are subject to
distinct procedural rules

8 Conclusions

The main conclusion of the presented analysis as tiire most provisions in the
national legislation comply with the CoE’s Cybenecei Convention provisions, and
even go beyond them.

At least at statement level, we can boast with aemno legislation in the field of
cybercrime prevention.

However, there are certain incompatibilities, whith practice generate/may
generate problems (Igaj 2009). Thus, partially taking over the provisiook
Article 14 in the CoE’s Cybercrime Convention byitimg to apply the special
provisions in the collection of digital evidencdemging to any ,classic” criminal
offence which can be found in a computer systemeigges at present a somewhat
illogical situation: that the same computer systamd digital evidence are subject
to distinct procedural rules

In the same line of thought, another problem ocdnrshe activity of forensic
investigation of computer systems and cybercringsgeution. Thus, thBivision
for Cybercrime Preventiorsubordinate to the Direction of Organized Crime
Prevention, carries out both investigating actgtand forensic investigations to
fight cybercrimesThe Office for Investigation and Analysis of Coreplystems
within the same directiorarries out (in fact) the activity of forensic irstigiation

of computer systeman activity which should be realized by the f@ierexperts in
the forensic sectors/National Forensics Institlités situation is unacceptable, i.e.
that persons who carry out the activity of crimiimalestigation of cybercrimes also
realize the activity of forensic investigation afngputer systems. It is not possible
that in the case of any other crimes (other thabewyimes), the activity of
forensic investigation of computer systems is penx by forensic specialists
within the forensic sectors/National Forensics itast, and in the case of
cybercrimes, such activities are carried out by ¢hminal investigation bodies
within the Office for the Investigation and Analysif Computer Systems.

Furthermore, still with respect to cybercrime prai@n and fight,t is necessary
to introducespecial causes of non punishment or punishment retion for the
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persons who denounce or facilitate the identifaratind criminal accountability of
other participants, since, in time, they have protheir efficiency in reducing the
dark figure of crime (in the case of other man#désn forms as well), but also in
rapidly solving the crimes under investigation. éwnarticle should be included in
Romanian Law no. 161/2003 which should read asvid|

(a) ,The persons who committed one of the offencedatiduin Article ... is not
punished if, during the criminal investigation, e/Henounces and facilitates the
identification and criminal accountability of othpersons who committed”...

(or/and)

(b) ,The person who, during the criminal investigatidenounces and facilitates
the identification and criminal accountability ofher persons who committed....,
benefits from a reduction by half of the punishmatipulated in Article .".
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