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Analysis of the Opportunity to Include IntelligenceOfficers in the
Category of Special Criminal Investigation Bodies
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Abstract: Situations referred to in art. 3 of Law no. 51/1@81Romania's national security (national
security threats) and Law No. 78 of 8 May 2000 eavpnting, discovering and sanctioning of
corruption, law no. 39/21.01.2000 on preventing anchbating organized crime, published in the
Official No. 50/29.01.2003 and Law no. 143/26.0D@®mn combating illicit drug trafficking and
consumption, represent the legal basis for requgstie Prosecutor, in justified cases, to compéanc
with the Code of Criminal Procedure, the authoiato perform certain acts in order to gather
information, consisting of interception of commuations, search for information, documents or acts
for which to be obtain is required the access plage, an object or opening an object, lifting and
replacing the place of an object or document, erantj extracting the information they contain, as
well as recording, copying, or getting extractedaby means, installation of objects, maintainind an
taking them from places where they were submitiedrder to elucidate the relationship established
between the work of intelligence officers and pmsgers will submit to examination following
essential aspects: information, information adgeit investigative activities, prosecution priotsac
(legal nature, duration, jurisdiction, content, ggoutor supervising the preliminary acts).
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1. Introduction

Information is defined as: communication, news, si¢hat put anyone aware of a
situation, an explanation on someone or on somgthall information and
documentary material, sources, sources (informatidirench, Latin Informatio ).

Informative activity is, in fact, a confrontatioretwveen investigative structures
and the criminal organizations, in which each ef ¢Amps is collecting data about
“opponent” to achieve their targets. Given this fcomtation, the success of the
investigative activities is essentially dependaemtlte capacity of the judicial body
to communicate, to procure information needed twdoet the investigation. High
quality legal information, transmitted in real tirmad used when appropriate can
have a decisive role in solving a case.
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For example, investigating specific offenses ofamiged crime requires thorough
knowledge of the phenomenon through the collectstorage and processing in
databases of a large volume of information on erats, criminal record, criminal

organizations operating modes, suspicious trarsastietc. Data flow is oriented
to supplying information to investigation and pros#gon activities of the

judiciary.

Practice the prosecution pointed out that the fighainst crime, in particular
organized crime phenomenon, through three majosgshanformative, inquiry and
investigation. Informative phase includes specifiactivities conducted

continuously, conspired and organized by specidlgteuctures, for documenting
the activities of criminal networks.

In accordance with the laws of organization andcfiaming of Romania

specialized structures that make up the Intellige@ommunity, namely the
Romanian Intelligence Service, Foreign Intelliger®ervice, the Protection and
Guard Service, and the internal structures of theidity of Justice, Ministry of

Interior and the Ministry of National Defence, diyetheir own databases and
information.

2. Intelligence. Investigative Activity

Intelligence structures have their own plans fothgeng information. Plans

include areas in which the collection of informati¢eg privatization, customs,
bank loans, subsidies, etc.), categories of persowered by the surveillance
operations and gathering information (eg leadersrvhinal networks, customs,

civil, etc.), surveillance operations and gatherinformation (eg informants,

stakeouts, undercover agent, interception, acaesbet database, supervision of
accounts), methods of analysis and exploitationnédrmation with employees

empowered to carry out operative acts prior to graote and to exploit the
information material in criminal prosecution.

The process of searching, gathering, processingtramdmission of information,

referred to in specialized terms as informationaile comprises the following

phases: planning, involving the establishment ofrusequirements (type of
information required, susceptibility of intendediwaty, likely effectiveness of data

collection), access to the target, eg interceptbncommunications; selecting
messages and collecting information, processing ity involve translation or

“extracting essence” message, analyzing, evaluaitinterpreting the raw data
to “produce” intelligence and the last phase, dhgftreports consisting of raw
message (decrypted and /or translated), synthesiss, comments or extensive
analysis.
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Intelligence structures should actively cooperatespecific cases for a complete
documentation in order to progress in the next @hdlse investigation. For

example, accounting data and clues to the existeheecriminal network of fake

currency placers, through a police specializedctire the area where illegal
foreign exchange practice is put under operativeesllance. Judge or, where
appropriate, the prosecutor may authorize the avidieo recordings.

Information obtained by checking the number plaiEshe cars in the area and
establishing the identity of fake currency placaltew authorizing recording their
conversations and their e-mail correspondence. Thedialed phone nhumbers and
e-mail addresses are verified. | then identifiedrsismembers of the network who
are put under surveillance by obtaining data volufoe the organization
undertaking the act. Then the users are identifreembers of the criminal network
who are put under surveillance until obtaining tiecessary data volumes for
organizing the arrest.

Investigative phase consists of all the actividesied out by specialized structures
to verify the information obtained during the itigggnce phase. These activities
include: operative surveillance of suspects throgtgkeout, surveillance of a
place, including judicial photos and videos, chagkof suspicious transactions,
acts and records of the perpetrator, to obtain lokataterpol and so on.

During the investigative phase are identified analjgled evidence to be given in
criminal prosecution. Thus, there can be identifigthesses, victims, suppliers,
intermediaries, etc. and their reports can be rapad in the official records.

In the work of the judiciary there are frequentrsb@mings in the travel time from
information to the investigation and then to thquiny. One of the worst is the
“syncope” in the stage of preliminary acts occurbedween intelligence activity
and criminal investigation. Information, highly pgrable product, undergoes a
process of “aging” quickly so not being used at tight time to be transformed
into evidence, it loses value. Knowing all inforioat materialized by
investigation, the investigators are able to asgesprobative value of the material
collected, to determine the appropriate time to irbeilpe investigation and
transformation of intelligence in evidence in ack@orce with criminal procedure.

3. The Materialization of Investigative Work in Probation. Preliminary
Acts

Preliminary acts are defined in the legal literat@és investigation means that
checks the reliability of a complaint, and the &tge or absence of any of the
cases provided for in art. 10 Criminal ProcedurdeCo

Operative policemen within Ministry of Interior spally appointed are entitled
under art. 224 para. 2 Criminal Procedure Codpgetform preliminary actions “to
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collect the data needed by the prosecution for inemprosecution”. Such
policemen are those nominated by their commandétsmithe police structures
(divisions against economic and financial fraudyamized crime, corruption, etc..)
having specific responsibilities for discoveringdailentifying perpetrators and
antisocial acts. In this category are included dffficers with responsibility for

collecting information from the Department for Iligence and Internal

Protection.

To this end they collect and store in databasesifspénformation about crimes
and their perpetrators, verify the investigativéivéites, identify and provide the
probation means to be given in the criminal prodenuphase. For a better
understanding of the role of these intelligencdceft here are some of their
activities and the ones carried out on the basikefntelligence provided by them:

Investigative activities which to be effective ubpdave a discreet character and
consist in verifying the information held or supplenting them by:

a) Operative Surveillance, defined as a secret ob8eryaontinuous or periodic,
on persons, vehicles, surveillance may be mobilenathe investigator observes a
person on foot or in a vehicle moving. It is statian object or person is observed
continuously from a fixed point (home test van)editonic surveillance is when,
under the law, telephone, environmental calls @tesys are recorded with an
electronic device. During surveillance action itpsssible to be taken tracking
pictures and videos (authorized by law). It caro d&e monitored by electronic
surveillance: personal expenses incurred by theofiseedit cards, mobile phones
by getting the list of calls or by applying GPS ukeation; can be recorded by
electronic the automobile routes and monitoredgpeinor public spaces by closed
circuit cameras.

b) Checking the sources of income of a suspect whoutfr the way of living

exceeds bounds of lawful earnings. This activityurees determining what kind of
business does the suspect do, if he owns a comaiadyif he commits fraud
through the company, the circle of social relatiops, influences etc.

c¢) Verification of documents and records that havenbesed by perpetrator and
checking suspicious transactions. In relation ® rtature and mode of fraud the
prosecution body may conduct checking of advedisiocuments submitted to the
Trade Register in cases dealing with judicial raargation and bankruptcy of
companies, etc.

d) Obtaining data via INTERPOL - an important inveatige activity as Interpol
provides access to international computer netwdriles on criminal activities.
Following the completion of a request for verificat of secret information, an
investigation into the database using the nambebitfender or company involved
is conducted.
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There are also admitted the investigative actiwitihich usually don’t a have a
discreet character:

a) Organization of a filter — police action consistioigchecking traffic in specific
situations where exist data and indications ofdqpant of suspicious persons or
objects. This investigative action is commonly uséth operational oversight to
verify existing data on certain shipments of smadgioods.

b) Making a raid representing a police action whlpeérformed usually based on
the surprise effect on the locations and envirorimérequented by delinquent
groups in order to surprise the criminals and apgmé them in the act and arrest
those given in APB

c) Legitimacy and identifying strangers and takingnthéo police units are
investigative activities useful for the detectidhwanted criminals (e.g. criminals
who hide under a false identity, etc.).

Operative workers can perform similar tasks witmedormal procedural acts but
do not take their legal clothes such as:

a) Oral or written request of relationships of induals, a particularly useful
where information held are checked and are compléte new information about
facts and perpetrators.

b) Checking the technical assumptions;
c¢) Collecting the phone records from phone comanie

d) Management verification by conducting an accimgninspection, activity that
has common elements with expertise;

Another category of activities made by operativdicefs is represented by
activities that are consecrated in the criminalcpture law and can be made in
case of necessity only as regulated by the Co@®infinal Procedure:

a) Lifting objects and documents is governed by a6t99 of Criminal Procedure
Code offers the possibility of obtaining certainsa@ subsequent examination of
the documents and to make a technical-scientificalport according to art. 112-
115 Criminal Procedure Code.

b) The search is an activity carried out by the juatigibody in order to discover
and lift objects, documents or values of importateehe investigation, and to
discover people who evade prosecution.

¢) Technical-scientific research to clarify some famtsircumstances of the case
which requires the expertise of a specialist dnriégan.

d) Crime scene investigation.
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e) Conversations recording and other audio-video diogs whose use has
generated controversy in the legal literature spisti

f) Surveillance of bank accounts and the accountsndated, represents a new
investigative process, used for gathering evidesrcalentifying the perpetrator,
when there are clues about committing corruptiargaoized crime or money
laundering.

In the activities of o specific designated opemtdificers an important place are
the preliminary acts performed by undercover ingesbrs.

This investigative process, originally used maimyresearch of drug trafficking
has proven effective in research of other crimgsedslly those in the field of
organized crime.

Undercover investigators are operative workersiwithe Ministry of Interior and
the state bodies who perform intelligence actisititor national security,
specifically appointed for this purpose and camused in accordance with the law,
to collect data and information for the use of pmaion body.

Covered investigation is defined as a special reketechnique applied by a
particular unit in accordance with the, consistighe entry under a secret identity
of a policeman in contact with a particular grodipndividuals who participate in a

crime, or keeping in touch with such determinedugtoto which there are

objective factors that lead to the assumption ofimitting crimes in the sphere of
organized crime. Authorization for using undercowverestigators is ordered by the
prosecutor appointed by the general prosecutonetourt of appeal for up to 60
days and may be extended if justified.

To protect undercover investigators, their reahtdg will not be disclosed during
or after completion of their action, except to tmnpetent prosecutor to issue the
authorization, who is entitled to know his trueritity.

Information obtained will be materialized in invigsttive reports which will be
periodically presented to the prosecutor oversedieginvestigation, and finally
will be able to edit the aknowledgement minuteprefiminary acts pursuing.

Another method to obtain information prior to peniing preliminary acts is the

use of information sources. Source Information (€ljlefined as the person who
has knowledge of the committing of certain offense®f an organized criminal

group and provides relevant information to judidial prevention, detection and
punishment of perpetrators.

May be an informant also the person who is in astand who contributes to
finding the truth in criminal cases provided by lay providing crucial
information or data.
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With EU accession the Romanian intelligence offosill have to be in line with
European standards which means using modern metiagigthering information
and to show a special interest for the developnoénpro-active investigative
techniques for carrying out special investigatiand ante-delictum investigations,
useful before an offense has been committed ordfdeg: the “screen” societies
providing services for criminal networks, using nedechnologies to access
information systems, etc.)
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